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1. Purpose. Per the reference, this Manual establishes the

st andar di zed operating procedures for use by aviation information
systens personnel within a Marine Aviation Logistics Squadron (MALS)

Avi ation Information Systens Departnment (Al SD).

2. Cancellation. None

3. Background. |n January 2000 a conprehensive review of aviation
i nformati on systens support being perforned within Marine Corps

Avi ation Logistics was conducted which resulted in the establishnent
of the Aviation Automated |Infornation Systens Departnent within the
Mari ne Avi ation Logistics Squadron. This docunent is designed to
provi de standardi zed gui dance in the execution of the tasks and
responsibilities of the Aviation Information Systens Departnent.

4. Information. This Headquarters will convene periodic reviews to
ensure that this manual is maintained as a current, viable, working
tool. However, because of unique |ocal situations, there may be

i nstances which require mnor deviations fromthe specific procedures
delineated in this manual. |n those cases, witten approval nust be
provided to the requesting unit by the respective Marine Aircraft Wng
Commander with information copies to the Commandant of the Marine
Corps (ASL-31). Al interimapprovals for Al SD SOP procedura
deviations will ultimately be reviewed at the CMC Al SD- SOP Revi ew
Conf er ence.

5. Effective Date. I mmedi ate

6. Summary of Revision. None

7. Action. |Inplenentation of the procedures by all Marine Aviation
Logi stics Squadrons (MALS) is nandatory to ensure standardi zation of
avi ation infornmati on systems operations.

8. Recommendations. Recomendations concerning the contents of this
manual will be forwarded to the Commandant of the Marine Corps
(ASL-31) via the appropriate chain of conmand.

DI STRI BUTI ON STATEMENT A:  Approved for public release; distribution
is unlimted
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9. Reserve Applicability. This manual is applicable to the Marine
Cor ps Reserve.

10. Certification. Reviewed and approved this date.
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RECORD OF CHANGES

Log conpl eted change action as indicated.

Change Dat e of Dat e Si gnature of Person Incorporating
Nunber Change Ent er ed Change
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| NTRODUCTI ON

0001. PURPOSE. To promul gate policies and procedures concerning the
admi ni stration, operation, and nanagenent of the Marine Corps Aviation
I nformati on Systens Departmnent.

0002. STATUS

1. The policies and procedures in this manual apply to al
commanders, and to all aviation information systens officers
(Al SDO s).

2. Any deviation fromthe instructions in this manual nust be
aut hori zed by the Commandant of the Marine Corps (ASL).

0003. SCOPE. This manual provides procedures for the operations and
support of aviation information systens within the Marine Air G oup

0004. RESPONSI BI LITY. The Commandant of the Marine Corps (ASL) is
responsi ble for the accuracy, currency, nodification, and distribution
of this manual. HQMC staffs, field cormmanders, and Avi ation
Information Systens Officers are responsible for the tinely entry of
changes and t he physi cal nmintenance of copies of this manual.

0005. ALLOWANCES

1. Submt requests for changes in allowances of this nanual to the
Commandant of the Marine Corps (ASL). Submt requests per MCO
P5600. 31, Marine Corps Publications and Printing Regul ations.

2. Request m ssing pages by requisitioning the basic manual and/or
pertinent changes per MCO P5600. 31

0006. ORGANI ZATI ON

1. This manual is organized into chapters identified by an Arabic
nuneral as listed in the overall contents.

2. Paragraph nunbering is based on four digits. The first digit

i ndicates the chapter; the next digit, the section; the final two
digits the general mmjor paragraph nunber; and the conbi nati ons which
follow t he deci mal point, the subparagraph nunber (e.g., 3101.3a(2),
refers to chapter 3, section 1, general nmjor paragraph nunber 01,
subpar agraph 3a(2)).

3. Pages are nunbered in separate series by chapter nunber, with the
chapt er nunber precedi ng each page nunber, (e.g., the fourth page of
Chapter 2 is shown as 2-4).
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0007. CHANGES. Changes to this nanual will follow instructions in MCO
P5215.1, Marine Corps Directives System Changes will be recorded on
the Record of Changes page provided for that purpose.
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CHAPTER 1

AVI ATI ON | NFORVATI ON SYSTEMS DEPARTMENT (Al SD)

1000. GENERAL OVERVI EW

1001. M ssion Statenent. Aviation Information Systens Departnment: will
provide primary support to Marine Aviation Logistics Squadron (MALS)
Supply and Mai ntenance departnments by mai ntaining the NTCSS pl atforns.
Provi de technical, operational and |ogistical support for all aviation
information systens within the Marine Air Goup (MAG, to include; the
Navy Tactical Comand Support System (NTCSS); Fleet |nfornmation
Reporting Managenment Systens (FIRM5) and Tabl e of Basic All owance
(TBA) conputer assets. AISD w |l provide first echelon support of T/E
comput er assets and other infornation systenms as directed. The scope
of mai ntenance includes: PC s, PC based aircraft m ssion planning
systens, PC-based aircraft diagnostics systens, printers, NICSS LAN
har dwar e, data communi cati ons equi pnent, and | NMARSAT systens. The
scope does not include photocopiers, fax machi nes, typewiters,

i ntercom systens, overhead projection systens, tel ephone systens, and
ot her common-use of fice/garrison equi pnent.

1002. Departnent staffing and MOS Description. The AISD will be staffed
by Marines with the skill designators of 6694. These Marines are

Avi ation Logistics Tactical Information Systens (ALTIS) Specialists
trai ned at NSCS Athens, Georgia in the follow ng areas:

1. Basic electricity and el ectronics.

2. Digital circuits and theory.

3. Mcroconputer operating systens.

4. M croconputer peripherals.

5. Data conmmunications, basic and advanced networki ng.
6. Network installation, troubleshooting and repair.
7. Network operating systens, platforns, and nodels.
8. UNI X operating systemplatform

9. Honeywel| GCOS operating systens

10. NTCSS applications processing.

1003. Departnment Structure

1. The AISD will be established as a departnment within the MALS.
1-2
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2. The AISD is conprised of five separate divisions as indicated in
figure 1-1.

Aviation Information
Systems Department

AISDO
AISDC
[
[ [ [ [ |
AISD Admin AISD Customer AISD Network AISD Systems AISD Maintenance
Division Support Division Administration Division Processing Division Support Division
(AISAD) (CSD) (NAD) (SPD) (MSD)

Figure 1-1 AISD Organizational Structure

1004. Duties and Responsibilities

1. AISD Oficer - Administer Al SD operations. The AISD Oficer
manages the MAG aviation information systens and is responsible to the
MALS Commandi ng Officer for the acconplishment of the Al SD m ssion.
The AISD Oficer shall:

a. Ensure adequate aviation information systens support is
provided to the subordinate units of the MAG by interpreting and
i mpl ementing aviation information systens policies and procedures for
t he MAG

b. Conduct inspections and assistance reviews on all aspects of
aviation information systenms within the MALS and subordi nate units of
t he MAG

c. Be responsible for the performance and adnini stration of the
Al SD and advi se the MALS CO on readi ness, effectiveness, and on-going
or planned projects within the MAG

d. Mintain liaison with external supporting activities and
hi gher headquarters staff to ensure MAG avi ation information systens
requi renments are known and satisfied. |In addition, the AISD Oficer
provides direction to the individual squadrons within the MAG on
aviation infornati on systens operations as they relate to readi ness.

e. Act as the MOS sponsor for all AlI'S personnel (MOS 6694) within
the MAG and coordi nates with, and advises the S 1/cognizance
admi ni strative authority to make personnel assignnments (officers and
enlisted) to best support operational conmtnents.

f. Enploy sound managenent practices in handling personnel,
facilities, material, and in-work flow nethods to ensure redundancy of
i nformati on systens repair capabilities within the MAG is avoi ded

1-3
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wher ever possible, unless MALSP requirements necessitate it to support
conti ngenci es.

g. Define and delegate responsibilities and define and assign
functions and operations per existing directives.

h. Publish local instructions, which highlight concepts and
policies for the best conduct of aviation information systens support.

i. Ensure the acconplishnment of training for all personnel
assigned to the Al SD

j. Analyze the mission acconplishments and capabilities of the
department, using reports provided by the Customer Service Division
(CSD) on a continuous basis.

k. Provide data analysis products to seniors in the chain of
command and ot her departnent heads, when requested, to show use of
manpower, equi pment, and faciliti es.

I. Liaison with other departnent heads, representatives of higher
authority, and ot her organi zations.

m Publ i sh and ensure internal conpliance wth maintenance,
safety, and security prograns/procedures to ensure optinmum perfornance
i s achi eved.

n. Schedul e and hol d periodic planning and information neetings.

0. Coordinate, with the MALS Aviation Supply Oficer, the
quantity of locally required parts necessary to be on hand to support
all MAG squadrons.

p. Ensure, in conjunction with the MALS Aviation Supply Oficer
proper packagi ng and preservation of information systens parts and
equi pnent to prevent damage or deterioration.

g. Ensure qualification and re-certification of personne
perform ng special processes is acconplished.

r. Ensure EXREP requirenents are validated on a daily basis and
AWP requirenents are validated weekly.

s. Act as the secondary custodian for all conputer related TBA
assets.

2. AISD Chief - The AISD Chief will be responsible to the Al SD

O ficer for the nanagenent of all aspects of the AISD as directed by
orders and instructions, to include the follow ng:

1-4
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a. Provide the necessary | eadership, technical guidance, and
per sonnel nanagenent within the AISD. Establish the nost effective
and econom cal procedures to acconplish assigned tasks; enploy
avai |l abl e resources to maxi mum potential w thin the guidelines of the
appl i cabl e Navy and Marine Corps policy directives; and devel op
performance neasurenment criteria to facilitate program nonitoring and
revi ew processes.

b. Increase the potential of assigned personnel through technica
and professional training, delegate/assign responsibilities within the
department to achi eve continuing success through qualified independent
action, and provide the professional counseling and performance
eval uati on processes that will encourage subordi nates to exercise
their full technical and professional capacity.

c. Develop local instructions, which highlight concepts and
policies for the best conduct of information systens support.

d. Coordinate with the Organi zational Mintenance Activity and
external activities on deploynent requirenents. Task each division
within AISD to provide their respective |evel of support for the
depl oyi ng unit.

e. Define corrective maintenance procedures and equi prent to be
used by the divisions in Al SD.

f. Ensure reconciliation of all requisitions is coordinated with
Avi ation Supply.

g. Ensure accurate records are kept concerning inventories of al
i nformati on systens, hardware, software, and mmi nt enance history.

h. I f established, ensure the mai ntenance of a Pre-expended Bin
(PEB), reviewing quarterly for needed additions and del eti ons.

i. Ensure adequate enbarkation procedures and resources are
devel oped and procured for deploynent of MAG aviation information
systens. Coordi nate pre-depl oynent planning with the MALS Conmandi ng
O ficer, Aviation Miintenance O ficer, and Aviation Supply Oficer for
t he provisioning of departnent personnel, facilities, support
equi pnent, materials, and services for the squadrons.

j. Screen squadron aviation information systens equi pnent to
ensure only Autonated Data Processi ng Equi pment (ADPE) consi dered
essential to support the specific deploynment is enbarked and that
consol i dati on of squadron infornmation systens requirenments are nade
wher ever possi bl e.

k. Ensure the maintenance, update and submi ssion of change
reconmendations for all applicable technical publications.
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Ensure the conpliance with the foll ow ng prograns:

(1) Quality Assurance Program (Appendix A)

(2) Technical Training Program (Appendi x B)

(3) Tool s/ Test Equi pment Program (Appendi x C)

(4) Electrostatic D scharge (ESD) Program (Appendi x D)
(5) Data Processing Requests (Appendi x E)

m  Schedul e and conduct training for all departnment personnel
relative to their daily performance, technical skills and genera
mlitary subjects.

n. Ensure personnel conply with command and | ocal directives
relating to professional nmilitary educati on and MOS proficiency
attai nment through formal and informal technical and foll ow on

t rai ni ng.

0. Initiate requests for on-site assistance of technical field
representatives as required.

p. Develop, inplenent and maintain an aviation information
systens enpl oynent program This programw || provide resource
security, fault toleration and flexibility to neet current and future
m ssion requirenments within the MAG

g. Coordinate, substantiate, and prioritize all aviation
i nformati on systens requirenents.

r. Coordinate, with the Aviation Supply Departnent, Al SD budget
pl anni ng and executi on.
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CHAPTER 2

AVI ATI ON | NFORVATI ON SYSTEMS ADM NI STRATI VE DI VI SI ON (Al SAD)
2000. FUNCTIONS. The Aviation Information Systens Adm nistrative
Division (Al SAD) is responsible for the admnistrative control of all
personnel assigned. Personnel within the division performclerical
functions and maintain the master files for messages, orders,
correspondence and directives for the Al SD.
2001. GENERAL
1. Duties

a. The AISAD will maintain the following files and | ogs:

(1) Current Tables of Oganization (T/Os) for the MALS and
squadrons assigned to the MAG

(2) Al SD personnel file.
(3) Correspondence file.
b. Mintain and publish the AISD recall roster.
c. Coordinate the adninistrative process for personnel going PCS,
TAD, FAP, or on leave with the MALS S-1 or cogni zant administrative
aut hority.

d. Record division assignnment of incom ng personnel as directed
by the Aviation Information Systens Oficer/ Chief.

e. Provide clerical assistance for the AISD as directed by the
Al SD O ficer/Al SD Chief.

f. Performpreventive naintenance on all office equi prment
assigned to the division.

g. Miintain an AISD directives library and locator file.

h. Distribute (manually or electronically) electronic
correspondence and nessages, and naintain a correspondence archive.

i. Mintain an AISD distribution file.
j. Maintain an administrative reports control system

k. Mintain and submt required reports/schedul es.

2-2
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. Mintain a File for Authority/Appoi ntnent Letters/ Messages.
2002. PROCEDURES
1. Miintain the current MALS T/Os. A copy of the current MALS and

OVA squadron T/Os will be maintained on file in the adm nistrative
di vi si on.

2. Miintain an Al SD personnel file. The Al SD Personnel File wll
consist of the information listed below. A Privacy Act Statenment is
not required for the Al SD Personnel File. The information contai ned
inthis file is covered under the Privacy Act Statenment maintained in
the individuals’ Service Record Book (SRB) or Oficer Qualification
Record (OQR). The file may be either nmanual or mechani zed.

a. FULL NAME

b. GRADE
c. SSN
d MS

e. BILLET ASSI GNED (Divi si on)
f. DATE JO NED

g. EAS

h. DATE OF RANK

i. DATE OF BI RTH

j. ©OscD

k. SECURI TY CLEARANCE

. SECURITY ACCESS

m RECALL ADDRESS

n. RECALL PHONE

o. DUTY SECTI ON

p. H STORY OF DETAILS

q. OTHER DATA AS REQUI RED

3. Correspondence files. Correspondence will be nmaintained in
accordance with instructions contained in the foll ow ng references:
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a. SECNAVI NST 5210.11 (Standard Subject ldentification Codes).
b. SECNAVI NST 5212.5 (Disposal of Navy and Marine Corps Records).

4. Maintain and publish the AISD recall roster. The Adm nistrative
division will publish a recall roster for the AISD. This roster wll
contain the NAME, RANK, ADDRESS, PHONE NUMBER, and DUTY SECTI ON of al
Al SD per sonnel

5. Coordinate the adm nistrative process for personnel going PCS
TAD, FAP, or on Leave. The Adm nistrative division will coordinate
with MALS S-1, or cognizant adm nistrative authority, to ensure |eave
papers, PCS, TAD, and FAP orders are processed and typed in a tinely
manner .

6. Record division assignnment of incom ng personnel as directed by
the AISD Oficer/Chief. The Adnministrative division will ensure all
i nconm ng personnel report to the AISD Oficer/Chief, as appropriate,
for division assignment. Additionally, The Adm nistrative division
will ensure that all personnel records reflect up-to-date division
assi gnnent .

7. Provide clerical assistance for the AISD as directed by the Al SD
O ficer/Chief. The Admnistrative division will provide clerica

assi stance for the Aviation Information Systens Departnent as directed
by the AISD O ficer/Chief and distribute it in the appropriate

di stribution boxes ensuring conpliance with the follow ng references.

a. Naval Messages. SECNAVINST 5216.5 and Tel econmuni cati ons
Users Manual (NTP-3).

b. Correspondence. Naval Correspondence Manual (SECNAVI NST
5216.5).

8. Mintain an AISD directives library and locator file. Directives
will be separated by issuing activity and filed by instruction nunber,
i n ascendi ng sequence.

a. AISADw Il maintain a master directive file of all applicable
orders, instructions, notices, and bulletins, including those
avail able on CD-ROM or available electronically on a | ocal network as
directed by CMC ASL-31. Each comuand/activity that issues orders or
i nstructions periodically publishes a 5215 series instruction/bulletin

to identify their current instructions/orders. This checklist will be
utilized to ensure that files are current, and that all needed orders

are on hand or on order. All current 5215 instructions will be

mai ntai ned. Annually, AISAD will review all bulletins and notices for

sel f-cancel |l ati on dates and renpve outdated materi al
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b. A Directives Locator File will be established to deternine the
|l ocation of all directives on hand. |f a nanual systemis utilized,
the OPNAV 5070/11 will be used to control and nonitor all directives
in the AISD. The card will show the location of the naster copy and

all other copies held within the divisions. A mechanized program may
be utilized if desired.

c. Directives maintained in the master library my be checked out
as needed. A |locator sheet will be prepared to indicate the directive
and SSIC, work section and nanme of person checking out the directive,
date checked out, and estimated date of return. This will be inserted
inthe directives file in place of the directive. Wen the directive
is returned, the | ocator sheet will be renoved and destroyed. The
directive Locator Card File will be maintained in instruction nunber
sequence within the command for all directives/manuals on hand or on
or der.

d. AISADw Il also maintain a list of applicable references as
publ i shed annually by ASL-31D

9. Distribute incom ng electronic correspondence. The Adm nistrative
division will identify and distribute to the individual division
NCO C s all electronic correspondence received by the AISD. Each
division NCO C is responsible for review ng correspondence/ nessages

di stributed each day and ensuring that appropriate action is taken.

The Administrative division will nmake annotations of all actions
taken, and will publish a weekly summary of correspondence and
nmessages pending action. The Adnministrative division will naintain on
di sks all nessages on file. These disks will be archived in

accordance with the three-generation philosophy weekly.

10. Maintain an adninistrative reports control system The

Adm nistrative division will maintain an administrative reports
control systemfor the AISD. The format will include, at a m nimm
the followi ng: Report Title, Reference, Frequency, Due Date,

Subm ssi on Reci pi ent, and Responsible Division. Report exanples

i ncl ude:

a. Tape Library inventory results
b. DBSTAT/ DBCLAN

c. Local command requirenents (i.e., daily nuster report, comrand
chronol ogy, training schedul es, awards subm ssions).

d. Fitness Reports.

e. Qhers as directed by AISD Oficer/Chief/Wng/ TYCOM
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11. Maintain a File for Authority/ Appoi ntnent Letters/Messages. This
file will consist of all letters/messages of authority/appoi ntnent
pertinent to Al SD operations.
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CUSTOVER SUPPORT DI VI SI ON ( CSD)

4000. FUNCTIONS. The CSD is the prinmary manager for customer support
within the AISD. Unit/Department representatives will forward

di screpanci es that cannot be resolved locally to the CSD, who w ||
then initiate the discrepancy into the maintenance cycle. CSD w |
further operate as the department issue and receive desk, production
control/help desk call center, Al S asset nmanager, and

suppl y/ mai nt enance |iai son, providing nonitored support to the MAG
relative to aviation information systens. In addition, CSD wil|
validate and prioritize AIS/IT requirenents submtted via the Supply
Depart nent .

4001. GENERAL.
1. Duties and Responsibilities

a. |Issue and Receive — Docunenting the transfer of assets between
the custoner and Al SD during the mai ntenance cycl e.

b. Production Control/Help Desk — Fielding tel ephone or e-mai
trouble calls fromunit/departnent representatives. Initiating,
managi ng, tracking, closing, and performing trend analysis on al
mai nt enance actions. Adding, changing, and del eti ng user accounts
granting basic access to the network and NTCSS pl atform

c. Asset Managenent — Tracking of aviation information systens
asset distribution and configuration, to include verifying the
eligibility for support.

d. Supply Support — Coordinating naterial support with Aviation
Supply Departnment. Reconciling outstanding requirenents and
coordinating all warranty support.

4002. PROCEDURES.

1. Issuing and Receiving Branch will coordinate the issue and recei pt
of all information systens hardware, software, and conponents. This
branch is also responsible for the storage and accountability of all
equi pnent during transfer of custody. A custody record nust be

mai ntai ned with the mninmumof the follow ng i nformation

a. Date of issue or receipt.

b. Custoner name, rank, unit, billet assignnent, and phone
nunber .
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c. NSN (if applicable), MFGR, part/nodel nunber, serial nunber,
and nomencl at ure.

d. Replacenent issued (yes or no), discrepancy, and work order
nunber .

e. |Issue/Receipt personnel signatures.
f. Equi prrent configuration.

2. Production Control/Help Desk Branch will field all trouble calls
from Al SD Li ai son and resol ve or escalate themas required. AlISD

Liaison (i.e., Information Systens Coordi nators (ISC), Database
Adm ni strators (DBA), O ganizational Miintenance Activity (OVA)
Application Adnministrators, etc.) will be the initial points of

contact to field all end-user trouble calls.

NOTE: The Supply and Mai nt enance Application
Adm nistrators will be appointed as the
departnment representative and will have direct
access to the Al SD.

a. Branch personnel will attenpt to resolve all trouble calls
Wi thout having to forward requests. |If unresolved, trouble calls wll
be forwarded to the appropriate division. CSD will manage all trouble

calls using the ALTI S Wrkload and I nventory Tracking System (WTS)
with priorities assigned. Trouble call priorities are as foll ows:

(1) AWML - Critically affecting entire Squadron or Depart nment
(i.e. Servers, key network devices, NICSS systen

(2) AWMR - Urgent requirenments affecting key billets or
conmputers (i.e. IBS, Analyst, etc) or entire work centers.

(3) AWMB - Routine maintenance affecting individual conputers
or users.

b. Production Control/Help Desk Branch will track all open
trouble calls and revi ew managenent tools to identify problens with
mai nt enance efficiency to include repeated inductions of serial
nunbers and excessive AWM AWP periods. At a mininum the follow ng
information will be reviewed weekly, providing, at a mininum the
following informati on by hardware serial nunber:

(1) Inductions
(2) Awaiting naintenance (AW
(3) Awaiting parts (AWP)

3-3



MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

3. Asset Managenent Branch will devel op and nmintain an accurate
configuration inventory of all aviation information systens, to
i nclude TCP/I P configuration, hardware configuration, software
configuration, and mai ntenance history. This branch is also
responsi bl e for Miintenance Assist Mdules (MAMs), TBI, and spares
kits. Inventory records will contain a m ninum of the foll ow ng
requi red dat a:

a. Unit, departnent, division, and work center

b. Device S/'N, manufacturer, and nodel

c. Processor type, RAM configuration, hard drive size

d. CD ROM DVD speed, tape back-up/Zip disk type

e. Network interface card type

f. QOperating systemand | evel or revision

g. Application software utilized

h. TCP/IP configuration infornation

4. Supply Support Branch will reconcile information systens
equi pnent, conponents, parts, and software requirenents for the Al SD.
If necessary, it will maintain a PEB for high usage consumabl e ADPE as

required, and in accordance with relevant instructions.

a. Avrequisition log will be maintained with a mninmm of the
followi ng informati on:

(1) Date of requisition.

(2) Requisition type: NSN, open purchase, PEB.

(3) Serial nunmber of AWP hardware (if applicable).
(4) Docunent nunber.

(5) NSN, part nunber, nonmenclature of item ordered.
(6) Quantity, and unit of issue.

(7) Status and reconciliation date.

(8) Conpletion date.

(9) Supply PCC
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5. The Supply Support Branch will also coordinate and track warranty
mai nt enance on all aviation information systens as required. A log
will be maintained with the follow ng information:

a. Serial Nunmber of AWP hardware (if applicable).

b. Warranty provider, POC, phone nunber, email address.

c. Date called.

d. Tracking nunber given by the provider.

e. Remain in place, or shipping coments.

f. Dates and remarks on foll ow up contacts.

g. Date of conpleted action.
6. The Supply Support Branch will substantiate and prioritize A'S
requirements via the MALS Supply Department. All requisitions for

ADPE submitted to Supply will be forwarded via CSD. CSD will ensure
that the requested itens do not conflict with hardware or software

standards. If there is a conflict, CSD will nmke recommendati ons for
the suitable substitutions that are within standards. Once the
requi sition neets standards, CSD will assign priority based on fundi ng

availability and current squadron inventory of like items. Al MG
TBA ADPE will be routed through CSD for validation to ensure current
I T standards and networ k/ application conmpatibility.

7. CsSD will nmanage user accounts by accepting requests for addition,

del etion, and nodification of general accounts for network and NTCSS

access. The appropriate Application Adm nistrator wll

add/ change/ del ete application specific account configuration. Special
network access requirements will be forwarded to the Network

Admi ni stration Division (NAD).

8. Coordinate with the AISD Chief to subnmit an annual budget

requi rement for the repair and mai ntenance of the Al SD and notify the
Al SD chi ef of any unbudgeted costs that were incurred due to unpl anned
system fail ures.
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CHAPTER 4
NETWORK ADM NI STRATI ON DI VI SI ON ( NAD)

4000. FUNCTI ONS. The Network Administration Division (NAD) will be
conmprised of AIS specialists and will be responsible for the
managenent of aviation information systens network resources within
t he MAG
4001. GENERAL
1. Duties

a. Network Operating System (NOS) managenent .

b. Data assurance strategy.

c. User account mmnagenent.

d. Network resource nanagenent.

e. Network architecture.

f. Network docunentation

g. Miintain network security.

h. Wbrkstation software standardization

4002. PROCEDURES

1. Performnetwork operating system nanagenent. NOS managenent wil |
i nclude the foll ow ng:

a. The NAD will nanage and configure MALS network servers. This
i ncludes the installation and configuration of all NOS software and
rel ated patches to include NOS services such as DNS, DHCP, SNWP, and
directory services.

b. The NAD will ensure all installed NOS software patches wll
not inpair the functionality of NTCSS applications.

C. The NAD will ensure that all NOS services such as DNS, DHCP,
and directory services are configured to allow NTCSS functionality.

d. Daily, the NADwill view all network servers’ system|ogs and
application logs (excluding TAC-x servers) to verify proper server
operati on and perfornance.
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2. Develop and inplenent a data assurance strategy. The NAD is
responsi ble for the devel opnent and configuration of a disaster
prevention and data recovery plan to include configuration of
enterprise backup and restore utilities and anti-virus software.
Additionally, the NAD will coordinate with the SPD fil e nanagenent
branch for on and off site storage.

a. Wndows NT server, and Mcrosoft Exchange server backups shal
be performed daily. Backup software will be configured to acconplish
this task. Full system backups shall be performed at a m ni nrum of once
a week. Increnental backups may be perforned to neet daily
requirements. The NAD will forward all backup mediumto FMB. The SPD
file nmanagenent branch will be responsible for tape rotation and off-
site storage of all backup nedi a.

b. The NAD will maintain a repair disk for each Wndows NT
server. The repair disk(s) will be updated on a weekly basis or after
any server configuration changes. The repair disk will be maintained
wi thin each server’'s configuration binder.

c. Anti-virus software will be installed and configured on each
server. File systemvirus scans shall be perforned on all servers at
a mnimum of once a week. The NAD will ensure that anti-virus

software signatures are updated binonthly at a m ni nrum

d. Each server will be connected to an un-interruptible power
supply (UPS) to prevent systemfailure in the event of a power
out age/ surge. The NAD will test each UPS on a weekly basis.

e. Each MALS will develop and keep on file a detailed recovery
process for NT servers, network shares, user accounts. The process
will contain step-by-step procedures, programs and save resources

necessary to re-build dysfunctional servers, network shares and user
accounts.

3. Performuser account managenent. CSD will create user accounts
granting basic network access as part of the NTCSS admini stration
process. The NAD will nodify basic user account properties to allow
access to network resources such as file shares, print shares, and
net wor k based applicati ons.

a. User account policies shall be set to reflect DOD directives
regardi ng password I ength, expiration, login scripts, roamng
profiles, hone directories, and workstation login restrictions.

b. The NAD will function as the central point of contact for
users who require access to external network resources and
applications (i.e. NALDA, NALISS, etc.).

4. Maintain network resource managenent. The NAD will be responsible
for the configuration and support of network resources such as file
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shares, printer shares and network based applications. They wll
coordinate with, assist, and advi se end-users by anal yzi ng
requi rements and devel opi ng network based sol utions.

a. The NAD will configure all network file and print services
such as server hosted file shares, nounting and unnounting of network
CD- ROM applications, and configuration of network printing devices and
W ndows NT print queues.

b. The NAD will maintain Mcrosoft Exchange mail boxes and public
folders for individual users and work sections as required. The NAD
will ensure conpliance with all DOD policies concerning e-nail usage.

c. The NAD will assist end-users by determ ning network-conmputing

requi rements and providing solutions to neet those requirenents based
on avail abl e resources (i.e. server space).

5. Network architecture. The NAD will be responsible for maintaining
the overall design of network topology and | ogi cal configuration.

a. | P Managenent. The NAD will be responsible for the
configuration of static addressing, sub-netting, super-netting, DHCP
scope configuration, and other I P configurations as required.

b. Virtual LAN (VLAN) configuration. The NAD will be responsible
for VLAN switch configurations and troubl eshooting such as group
nmenber shi ps, port rules, and access |ists.

c. Wde Area Network (WAN) interface. The NAD will be
responsi ble for configuration and coordination with externa
activities for WAN connectivity. This will include network router
configurations, dedicated/leased |ine configurations, and comerci al
access as required.

6. Performand maintain network docunentation. The NAD will be
responsi ble for providing network docunentation to include:

a. Network diagranms. The NAD will be responsible for docunenting
and meki ng avail able all necessary diagrans of the current network
topol ogy and capabilities. Network drawi ngs and diagranms will
i ncl ude:

(1) Logical diagramwth static IP configurations of all known
net wor k devi ces.

(2) Conduit paths. Manhol e/tel ephone-pole |ocations rel ated
to all network cabling.

(3) Base/station infrastructure docunentation as it pertains
to the Al SD supported networKk.
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(4) IP distribution. A list of all statically assigned IP
addresses to include device description and | ocation shall be
mai nt ai ned as well as DHCP scope configurations to include
reservations and excl usions.

b. Server configuration. Each server will have a server

configuration binder to include, at a mninum the follow ng
i nformati on:

(1) Server nane, serial nunber, and nodel nunber.

(2) 1P configuration.

(3) Network interface card (NIC) and network protocol
configurati on.

(4) Hard disk drive (HDD) configuration.

(5) Fault tolerance configuration (RAID |evel).

(6) Server nenory.

(7) Nunber of processors and processor speed.

(8) Backup hardware and software configuration.

(9) Installed applications.

(10) NCS version to include service packs and hot-fi xes.

(11) Install ed services and service configurations including
file and print services.

(12) Vendor specific configuration software.
(13) Enmergency Repair disk.
7. Performnetwork security managenent. The NAD will ensure

conmpliance to all applicable DOD orders and instructions relating to
network security.

a. The NAD will devel op, inplenment, and maintain procedures and
systens to ensure network security in accordance with applicable
orders and instructions.

b. The NAD is responsible for the execution of the Al SD network
security plan pertaining to domain security strategy to include:

(1) Security logging. Security logs for all Wndows NT
servers should be exam ned on a weekly basis. The weekly security |og
shoul d be saved as a file and kept for a mninumof 30 days.
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(2) Network resource permnissions. File pernissions, share
perm ssions, and printer permnissions shall be set to reflect user
requi rements as needed.

(3) Virtual private networks (VPN). A VPN may be established
to provide secure network connectivity through comrercial access
provi ders when approved by cogni zant authority.

(4) WAN connections. Connectivity to external activities not
supported by AISD will be coordinated as required.

8. Develop and maintain a standardi zed workstati on software | oad.
The NAD wi || devel op and nmake avail able to MSD a standardi zed

wor kstation software configuration to mnimze the potential of
software conflicts between applications. Additionally, the NAD wil |l
mai nt ai n docunentati on on uni que desktop software application

confi gurations.
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CHAPTER 5
AVI ATI ON | NFORVATI ON SYSTEMS PROCESSI NG DI VI SI ON ( SPD)

5000. FUNCTI ONS. The SPD provi des data processing support to the Supply
and Mai ntenance departnents. SPD is responsible for adm nistrative
and operational control of the Intermedi ate Mii ntenance Activity (1 M)
NTCSS Systens. The SPD is al so responsible for coordination of
appl i cati on workl oad and output to the Supply Applications
Adm ni strator (SAA) and the Mii ntenance Applications Manager (MAM .
5001. GENERAL.
1. The SPD is organized as follows:

a. Systenms Operation Branch (SOB).

b. File Managenent Branch (FMB)

2. Duties.

a. The SOB is responsible for systemoperation and availability
of the I MA NTCSS applications. The Aviation Supply and Mi ntenance
Departnents rely on SOB for nmaxi num productivity. The SOB s overall
goal is to provide systemavailability to the user, nmaintain data base
integrity, and perform system processing requirenments. The SOB wil|l
mai ntain direct liaison with the SAA and MMM  The SOB will:

(1) Miintain a systemutilization |og.
(2) Process job requests.
(3) Assist SAA and MAM on the proper application of NTCSS.

(4) Coordinate and process all online and offline requirenents
for SUADPS and NALCOM S as requested by the SAA MAM

(5) SOB SUADPS daily operational requirenents.

(6) SOB NALCOM S daily operational requirenents.

(7) Miintain SOB shift standard operation procedures (SOP).
(8) Conduct pass down with relief shift.

(9) Mintain systemjournaling.

(10) End of nonth (EOV) processing for NALCOM S and SUADPS.
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(11) Tr oubl eshoot functional software problens and submt
TCs/ TRs/ CPs

(12) LOAD SUADPS/ NALCOM S application software when advi sed by
SAA/ NAM

(13) Ensure database and file systemintegrity.
(14) Perform system saves.

b. The FMB is know edgeabl e of the NTCSS applications. The File
Manager is responsible for the managenent of off-line mediunms (i.e.
tapes, floppy disk, software, TC/ TR/ CP tracking and Al SD rel ated
manual s). The FMB will:

(1) Miintain a software update file

(2) Maintain trouble call(TC/trouble report(TR)/ change
proposal (CP) files.

(3) Maintain the file/reel history file.
(4) Mintain a saves run sheet file.

(5) Establish tape retention procedures.
(6) Miintain an off-site safe.

(7) Establish tape |abeling procedures.
(8) Review and verify all output tapes.
(9) Tape library inventory procedures.
(10) Utilize an automated library program

(11) Track all commercial technical publications.

5002. PROCEDURES.

1. SOB will maintain a systemutilization log (Fig. 5-1). The log
will record 24-hour operation. Every tine the systemis utilized, it

will be logged in. Al entries into this log are official. This |og
will be maintained for 1 year. The following itens are m ni nal
entries of what will be |ogged in:

a. Start and finish of all jobs.

b. GEN initiation, GEN term nation.
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c. Saves.

d. Reboot of system power outage.

e. Interface processing/status.

f. Journal history.

g. User preventative maintenance.

h. File system data base corrective action
Systens Processing Division System Utilization Log
Dat e: Shift: Oper ators Name:
Ti me | Conment s Initials
0800 | Received passdown from Marine being relieved. SFM
0805 | Brought SUADPS GEN up. SFM
1000 | Srv0 Locks up, Reboot system LLL
1030 | Bring SUADPS GEN up, Activate interface. LLL
1145 | Start Job AZ7 for M Locations. SFM
1310 | Finish Job AZ7 for M Locati ons. SFM
1315 | Start Job (SUADPS978) DI 100 in UR phase. RCC
1500 | PM Hi gh Speed Printer, Streaner Tape Drives. LHW
1630 | Printing D 100. LLL
2400 | G ose JRNLOOO1. DDD
0010 | Open JRNLOOO2. DDD
0015 | Save JNRLO0OO1 Reel # (nnnn) DDD

FI GURE 5-1 — SYSTEM UTI LI ZATI ON LOG ( SAMPLE FORNVAT) .

2. SOB job request processing: Al data processing job requests

submtted by the SAA and MAM wi | |

be filled out by the SOB as the job

is processing. Conpleted job request sheets will be attached to its
correspondi ng output (if any) and distributed to the requesting

SAA/ NAM Al |

NTCSS end of nonth processing sheets wll
by the SOB during processing and will

be filled out

be forwarded to the appropriate

SAA/ MAM for filing upon conpletion. The SOB will log job
start/conpletion times, total run time and nanme into the systens

utilization | ogbook upon conpl eti on.

request

information and is contained in appendi x A

The m ni mum dat a processing job

3. Assist SAA and MAM on the proper application of NTCSS. The SOB

will rmaintain a direct
on the proper application and user
requested. The SOB will assist on such things as input,

readi ng output, inventory, etc.
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4. Coordinate and process all online and offline requirenents for
SUADPS and NALCOM S as requested by the SAAVMAM  The SOB wi | |
coordinate with the SAA and MMM to identify system and program
requirements to acconplish daily operations and publish a nonthly
schedul e, which will set systemavailability at the highest |eve
possible for the users. The SOB will advise the SAA/ MAM of potenti al
system or dat abase inpact for both standard and non-standard runs.
Qutput will be distributed to the requesti ng SAA MVAM

a. The SOB will execute SPAWARSYSCEN supported executive commands
(EC s) and DBAGS required to performfunctional database cleanup as
schedul ed by the SDBA and NMDBA.

b. The SOB will release all special naintenance qualification
(SM) requested reports as requested by the SAA/MAM via job request.

5. SOB SUADPS daily operational requirenents: SUADPS applications
that will be performed on a daily basis by the SOB are as foll ows:

a. GENinitiation/term nation.

b. Operator batch executive (OBE) initiation and operation

c. Saves and restores.

d. Manage electronic interface.

e. File transfers between host and RPS.

f. Renote print configuration file nmanagenent.

g. File systemmintenance (i.e., systemreboots, journaling and

file system nmanagenent).

NOTE: Detail ed procedures for these NTCSS
applications are contained in the Ported SNAP
Di stributed Processing Operators Mnual .

6. SOB NALCOM S daily operational requirenments: NALCOM S
applications that will be performed on a daily basis by the SOB are as
foll ows:

a. File systemmintenance (i.e., systemreboots, journaling and
file system managenent.)

b. GEN initiation/term nation

c. Check active sessions between host C FEPS (as needed).
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d. Run FEPDECODE/ FEPVALI D
e. Run hard copy notice purge.

NOTE: Should only be run once all printer queues
are enpty.

f. Run report inmage file purge.

g. Run TAD trigger file purge.

h. Run Batch. A0 file purge.

i. Run PEB trigger file purge.

j. Initiate interface between SUADPS.

k. Mintain AVBMruns. The SOB will notify the MALS Anal yst when
output is ready for pickup or that the file has been transferred
electronically. |f diskette is used, ensure that the date and nunber

of records are contained on the label. |If the output file is not
readable, the MMM wi || request an AV3M rerun

NOTE: Detail ed procedures for these NTCSS
applications are contained in the NALCOM S
Qperators Manual .

7. Maintain SOB shift standard operation procedures (SOP). SOB will

mai ntain an SOP for each operating shift. The SOP will reflect the
daily, weekly, and nonthly production schedule as well as additional
operational requirenents. The SOP will informthe SOB how to start and

finish all jobs pertaining to that shift and how to correct any
problens that may occur. The prine intention of the SOP is to allow a
Marine to nmove fromto any shift with mininmal effort.

8. Conduct passdown with relief. SOB shift personnel wll ensure that
t he oncom ng Marines fully understand everything that is going on or
needs to be done. The relieving Marine will read the utilization |og
fromthe previous shift to ensure that the passdown given is correct.
Failure to provide a proper, thorough passdown may result in errors
and | ost systemutilization tine.

9. Mintain systemjournaling. Each SNAP | application supports both
interactive and batch processing agai nst database files specific to
that application. These files are created with journaling attributes.
A systemjournal contains saved inages of a file after each file
update. These 'after-inages' can be utilized to re-apply interactive
and batch process data changes wi t hout reprocessing these transactions
or rerunning batch jobs, which perfornmed the data file updates. Wen
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one or nore application data files are corrupted because of a system
crash or other hardware mal function, the SOB can restore the danmaged
data files to the last valid condition prior to the failure by
utilizing the RFWD (roll forward) conmand.

a. Ported SNAP | (SUADPS) journaling. The systemjournal file is
simply called journal and is |ocated under /JRNL1. The Ported SNAP
journal records inmages for the files |ocated under /SUADP1/ DBASE
/ SCTL1/ DBASE, and BUECH COWS/ COVWWON_DBASE. |If any of the files
| ocat ed under these directories becone corrupted, the SOB nust contact
the SAA before proceeding with foll ow ng procedures:

(1) Restore the | ast good save of the above directories.
Since Ported SNAP journaling does not support rolling forward one
specific file, it is inperative that a conpl ete database restore be
perforned. Restore all journals between |ast good save and the
approximate tine the file(s) becane corrupted.

(2) If bcheck was run between the journals, bcheck nust be
rerun in order for the database to match the journal, (i.e., closed
the journal, saved it, ran bcheck, and opened new journal. To
restore, roll forward the first journal, run bcheck, then roll forward
t he second journal.).

(3) Enter RFWD journal nanme (i.e., RFWD jrnl.9328708).

Not e: The above procedure nust be perfornmed for
each of the journals in sequence, from ol dest
journal to the | atest.

b. NALCOM S journaling. The journal file is created and
mai nt ai ned by the operator through Open Journal, C ose Journal,
Di spl ay Journal, and Swap Journal conmands. The journals are |ocated
under AFEPCl1. Journal nanes are maintai ned under the >>3$$CATALOG
file and sequentially assigned by the system (i.e. JRNLOOO1, JRNLO0OZ,
etc.) Refer to the NALCOM S Operators Manual for detailed journaling
procedures, to include the Roll Forward conmand.

10. End of month (EOM) processing for NALCOM S and SUADPS. EOM s wil |
be run with coordination fromthe SAAMAM SOB will performall
aspects of EOM processing and will be done on tine-lines directed by
the SAA/ MMM The SAA/MAM wi | | provide SOB with a sequenced EQV
processing run sheet. It is SOB s responsibility to ensure necessary
saves are schedul ed as directed in paragraph 5002. 14.

NOTE: EOM change notice update (DI NC9) batch
processi ng for SUADPS and NALCOM S change noti ce
will be run on both systens, one right after the
ot her.
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11. Troubl eshoot Functional Software Problens and Subnmit TCs/TRs/CPs.
It is the SOB' s responsibility, in conjunction with the SAAVMAM to
identify, research, and report NTCSS application problens. Problens
will be reported to SPAWAR, SPAWAR DET PAC, or SPAWAR DET WESTPAC as
appropriate to the sites geographic |location. Reports will be in the
formof a trouble call (TC), trouble report (TR), or change proposa
(CP) and will be generated via naval nessage or the web based software
and mai nt enance tracking system (SMIS) | ocated at URL
http://ww. scn. spawar.navy.m|. Draft nmessages will be fromthe Al SDO
and AVNSUPO or AMD jointly as appropriate. Reports nust contain
enough information for SPAWAR Systens Center to resolve the problemin
atinmely manner. The SOB will info the appropriate Marine Air Wng
regarding all problens reported.

a. Report descriptions.

(1) Trouble Calls. TCs will be used to report errors via SMIS
when the application does not function as designed. SMIS accepts TR
and CP submissions as a TC. SPAWAR will review the TC and escalate it
to a TR or CP as appropriate, or may cancel it and provide an
explanation (i.e. TCis a duplicate of existing TR or CP #XXXXXX.)

(2) Trouble Reports. TRs will be used to report errors via
SMIS or naval nessage when the application does not function as
desi gned. Naval messages will be SPAWAR s response when the report

was originated via naval nmessage. SPAWAR may al so enter the report
into SMIS and consequently post the | atest status.

(3) Change Proposals. CPs will be reported via naval nessage
to the appropriate Marine Aircraft Wng Aviation Logistics Departnent.
Change proposals are used to reconmend changes to the system design
design errors, or omissions. |f deened a legitinate change proposal
the Marine Aircraft Wng will endorse and forward to SPAWARSYSCEN f or
action.

b. TCO TR/ CP priorities will be assigned when drafting reports and
will be as foll ows:

(1) Critical - Cannot continue operations and no work around
exist. Critical reports nust be forwarded to SPAWAR vi a naval nessage
i mredi ately upon identification of the problem (info appropriate
W ng) .

(2) Urgent - Work around exi st but resolution is urgently
required.

(3) Routine - Any TC TR/ CP not deened critical or urgent.

c. TR/ CP naval messages will be drafted using the format |isted
below in figure 5-2.
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vuuuUUUUUUUUUUUUUUUUUUuY

U U
U UNCLASSI FI ED U
U U

uuuuUUUUUUUUUUUUUUUUUuUy
PRI ORI TY NON- CRI TI CAL
FM MALS nn// Al SDQ' AVNSUPO' AMO /
TO SPAWAR SYSCEN, CHESAPEAKE, VA//01AM /40/50//
Vi a: APPROPRI ATE W NG / ALDY /
SUBJ: NALCOM S PHASE || RELEASE 120-02.00.1 SOFTWARE TROUBLE REPORT

A.  R09999-011- 00
B. TR
C. NON CRI Tl CAL
D. MALS- 32
E. V09132
F. SGT MARI NE
G (DSN) 555-5555 (COMM) (111) 555-5555
MCAS CHERRY PO NT, NC.
NAVAL MESSAGE
NALCOM S APPLI CATI ON SOFTWARE RELEASE 120- 02. 00- 01
. CONVERSATI ON N801 DOES NOT DI SPLAY TYPE 13 (AMSU) | NDUCTI ON
| SCREPANCY
MAI LBOX MESSAGES WHEN THE ALL OPTI ON | S USED.

Fi gure 5-2 FORVAT FOR NAVAL MESSAGE TROUBLE REPORT/ CHANGE
PROPCSAL
d. The fields are defined as foll ows:

(1) Line A Control Number - U C of activity, |ocal serial
nunber, last two digits of cal endar year.

(2) Line B: Trouble report or change proposal, insert TR or
CP.

(3) Line C Severity of TRRCP - Critical or non-Critical.
(4) Line Do Unit reporting TRICP - Insert activity's nane.
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(5) Line EE UC of reporting MALS - Insert activity's UC.

(6) Line F. Point of contact - Person submitting report.

(7) Line G Tel ephone No. - Include DSN and conmerci al .
(8) Line H Station - Station where activity is |ocated.
(9) Line l: Report method - How probl em was reported.

(10) Line J: Software release - Current software activity
runni ng.

(11) Line Ki Discrepancy - Detail ed description of the problem
to include the following: HW (Hardware type), Failed Conmponent
(Nare/ Serial No.), SW(Software and version), DOC (Docunentation
references as applicable).

12. Load NTCSS application software updates. The SOB is responsible
for receiving and applying all NTCSS software updates, including
SUADPS and NALCOM S. Prior to any application software update the SOB
must ensure two conplete system saves are preforned using nmonthly A-Z
singl e user save as described in paragraph 14.3.c of this chapter.

a. NTCSS/UN X software updates. Upon receipt the SOB will
schedul e an appropriate date/tine to apply the update. The SOB will
notify the SAA and/or MAM when systens will not be available due to
sof twar e updat e.

b. Al SUADPS and NALCOM S software updates nust first be
delivered to the SAA and/or MAM prior to install process. This is to
ensure that sunmary of changes and docunentati on changes are revi ewed
and distributed accordingly by the SAA and/or MAM Prior to applying
SUADPS or NALCOM S updates the SOB nust obtain SAA and/or NAM
approval . This is to prevent updates being applied prematurely.

13. Ensure database and file systemintegrity. Muintaining database
integrity is a joint SOB and SAA/MAM effort. Functional database
integrity consists of the managenent of supply and nmi ntenance rel ated
validation table information. The SAA and MMM wi || be the sole
managers of supply and naintenance rel ated tabl e updates, changes or
del etes. Database file systemintegrity consists of the nmanagenent of
dat abase and systemfiles, indexes and tables. It is SOB s
responsibility to manage the availability of space, integrity of files
and tables and to performcorrective action as needed. The SOB wil |
notify the SAA MAM of corruption findings and obtain approval fromthe
SAA and/ or MAM before proceeding with any dat abase restores to perform
corrective actions.

a. NALCOM S dat abase integrity (DBSTATS). The SOB is responsible
for maintaining the current NALCOM S dat abase statistical analysis
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reports (DBSTATS) and charted findings. The DBSTAT chart will show all
twenty-three real ms, the avail able percent of keys for that realm the
avai l abl e percent of space for that realm and any change fromthe
previ ous DBSTATS.

(1) DBSTATS will be run at |least weekly. |If there is a realm
in trouble, DBSTATS will be run nore frequently to nonitor that
individual realm The SOB will forward a copy of DBSTAT reports and
charted findings to the SAAAMAM Figure 5-3 bel ow shows the format of
t he DBSTAT chart.

* DBSTAT*

Key Space
Area Nane Avai | abl e | Avai | abl | Change
e

ACTIVITY

ALTI NVENT

AUTHORI TY

DOCUMENT

ENGCONFI G

EQPALL ONANCE

EQUI PVENT

EXPLOSI VE

I NVI NDEX

FEPDECODE

FEPVALI D

MAI NTENANCE

MESSAGES

OVERHAUL

PARTS

REFERENCE

REPORTPARMS

REQUI REVENTS

RESERVED

SSCI NVENT

SUPPORT

TRANSLEDGER

VALI DATI ON

I NTERFACE

Fi gure 5-3 FORVAT FOR DBSTAT CHART.

(2) The avail abl e percentage for keys and space will be found
on the database statistical analysis report for each realm Fifty-

five percent (55% full is the optimumfor all realnms. Any realns in
the 50 percent - 100 percent range will be marked in black and are
doing well. Any realns in the 25 percent - 49 percent range wll be
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mar ked in blue and are possible problemrealns. Any realns in the 0
percent - 24 percent range will be marked in red and are definite
problemrealns that are full or close to being full.

(3) Wien a realmgets full, conversation errors will occur
frequently causing aborts. The SOB will initiate imredi ate
coordination with the SAA/MAM and wi Il take corrective action. Mpst
realns are static, which neans that they do not fluctuate very nuch.
A fewrealnms are dynamc and fluctuate quite a bit and will need the
nmost attention. These realns are ACTIVITY, |NVINDEX, MAl NTENANCE,
MESSACE, REPORTPARMS, REQUI REMENTS, SUPPORT, TRANSLEDGER, and
| NTERFACE.

b. NALCOM S database integrity (DBCLANS). The SOB will also
mai ntain the nost current NALCOM S dat abase cluster anal ysis report
(DBCLAN) and will forward a copy to the SAAVMAM DBCLANS will be run
at | east weekly, after a database restore, or system power failure
when NALCOM S gen was up. This report will allowthe SOB to see if
there are broken chains in any of the realnms. |f chains are broken,
the SOB, in conjunction with SAAVMAM will take corrective action
usi ng the database repair (DBREPR) utility. DBREPR instructions are
contained in NA-52 IDS-11 Database Managers Gui de.

c. SUADPS dat abase integrity: The SOB will maintain the SUADPS
dat abase integrity by checking all database files and directories for
errors and index inconsistencies.

NOTE: Run CK SUADPS to check the integrity of
t he database. Mist be run daily. Review
CK_SUADPS. LOG for errors. Report all errors to
the SAA and SPD NCO C.

(1) File systemintegrity; The SOB will nanage application
file systemwork space. Space available will be nonitored daily
utilizing the bdf command. The follow ng cleanup procedures will be
executed at |east weekly or nmore frequently as required.

1. Delete systemcore files. (Find / -nane “core” —exec
/rma/l {} \;\page)

2. Delete files under /SPOCL/ COSORT_WD1,
/ SPOCL/ COSORT_\W\D2

3. Delete aged print files under /SPOOL/LI ST/ SUADPS.
4. Delete files under /tnp.
5. Delete print files under /BUECH COWS/ WV ALT/ PRI NT.

6. Delete files under /BUECH COVPS/ WN ALT/ DATA.
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7. Del ete fil es under /BUECH COWS/ WV | BS/ BARCODE/ OUTPUT.

8. Renpve the contents of the PACKET.LOG file | ocated
under /| NTERFACE/ NALC SUADPS (i.e., cat /dev/null > PACKET.LQOG).

9. Delete syslog file under /usr/spool/ngueue.
10. Delete syscore directory under /tnp.
11. Delete aged AOs under /BUECH COWPS/ OBE_BATCH WD

12. Delete all trap.tty files. Use the FIND conmand to
| ocate all directories where file may exist i.e., find / -nane
"trap.tty" -print).

13. Delete all dead.letter files. Use the FIND command to
locate all directories where file may exist.

14. Delete all *.log files under /usr/adm

15. Delete XDM ERRS file under /sdOh/NTCSS/ xdm
16. Delete Console file under /snapi.

17. Delete the DEMAND. AO file.

18. Delete the INT_INTF. A0 file.

19. Use the following FIND command to | ocate extra |arge
files: find / -size +4000 -exec Is -1 { } \; \page

20. Use the following FIND cormand to | ocate and renove
all BATCH TTY files: find / -nane "batch*.tty" -exec /rma/ { } \;
\ page

14. Perform system saves: Saves are the nost inportant area of
concern in the SOB. 1In the event of a catastrophic failure or bad
media on a hard drive, the nbost recent save will be used to restore
the database to its original state. Tapes are saved using the three-
generation theory, which is son, father, and grandfather. Saves wil]l
be done as foll ows:

a. (SRvO)

(1) Daily Saves (Daily.Include). Two passes are required to
tape. The following paths will be included in the Daily.lnclude, in
the foll ow ng order:

/etc
[ usr
/.secure
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/ sd0c/ dat a/ BUECH COVPS/ COVMON_DBASE

/ sdlc

/ sd2c/ dat a2/ SCTL1/ DBASE

/ sd3c/ dat a3/ i ndi ces

/ sdOh/ u

Dai |y Journal Saves. One pass required to tape.

(2) Weekly Saves (Weekly.Include). Two passes are required to
tape. The following paths will be included in the Wekly.Include, in
the foll ow ng order:

/etc

[ usr
/.secure
/sdlc

[ sd2c

/ sd3c

/ sdOc

/ sdOh

(3) End of nobnth saves: Two passes of the Database. | ncl ude
save will be acconplished prior to the DI 100 Live. PostEOM I nclude
saves will be acconplished after all end of nonth jobs (to include
nmont hl y change notice) have been conpl eted.

1. Dat abase. | ncl ude

/ sdOc/ dat al/ BUECH COWPS/ COVMON_DBASE
/sdlc

/ sd2c/ dat a2/ SCTL1/ DBASE

/ sd3c/ dat a3/i ndi ces

2. Post EOM | ncl ude. Two passes are required to
tape. The following paths will be included in the Savrep.Include, in
the foll owi ng order:

/ sdOc/ dat a/ BUECH COMPS/ COMMVON_DBASE/ CCFTCF. dat
/ sdOc/ dat a/ BUECH COVMPS/ COMMON_DBASE/ CCFTCF. i dx
/ sdOc/ dat a/ BUECH COVPS/ COMVON DBASE/ CCFTUF. dat
/ sdOc/ dat a/ BUECH COMPS/ COMMVON_DBASE/ CCFTUF. i dx
/ sdlc/ dat al/ SUADP1/ DBASE WORK

/ sdOh/ snapi / SPOOL/ LI ST/ SUADPS

/ sdOh/ snapi / SPOOL/ COVPS/ TAPE_WORK/ SUADPS

3. Monthly A-Z single user save. Full systemA-Z
saves will be acconplished nonthly on all NTCSS nodes (i.e. srvo0,
rps0.) (not necessarily during EOM processing) while in single user
node utilizing the follow ng command |ine:

tar cvf /dev/irst2 .[A-z]* *
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b. (RPS) Mounthly Saves (RPSMonthly.Include). Two passes are
required to tape. The following paths will be included in the
Mont hly. I nclude, in the follow ng order:

letc

[ usr

/. secure
/ sdOc

/ sdOh

c. NALCOM S

(1) Daily Saves (hvx_include). Two passes are required to
tape. The following paths will be included in the hvx_include, in the
follow ng order:

/ backup

letc

[ usr/ spool

[ usr/ hvx

[ var/ hvx

Journal O fload. One pass required to tape.

(2) Weekly Saves (hvx_include). Two passes are required to
tape, paths for hvx_include sane as daily save.

(3) Monthly Saves.

(a) Application Save (Host and FEP). Two passes are
required to tape.

(b) NALC. Include. Refer to Figure 5-4 for contents. Two
passes are required to tape.

(c) Make Recovery (OSto 4mm) Procedures contained in
Systens Admi ni strator Mnual .

d. Interface PC

(1) Daily Saves. Two passes of log file C\History\log should
be saved to diskette daily and maintained for three generations.

/u/ adm n/ menu/ UTI LS/ ADM_SYSTEM BACKUP_UTI LS/ hvx-restore

/ u/ adm n/ menu/ UTI LS/ ADM_SYSTEM BACKUP_UTI LS/ . HVX_| NCLUDE

/u/ adm n/ menu/ UTI LS/ ADM SYSTEM BACKUP_UTI LS/ . hvx_i ncl ude

/u/ adm n/ menu/ UTI LS/ ADM SYSTEM BACKUP_UTI LS/ . i ncl ude. hvxfil es
/u/ adm n/ menu/ UTI LS/ ADM SYSTEM BACKUP_UTI LS/ i s- hvx-up

[ u/ adm n/ menu/ UTI LS/ ADM_SYSTEM PRI NTER_MGMT

/ u/ adm n/ menu/ UTI LS/ GEN_UTI LES/ nal ¢c_gen

/u/ adm n/ menu/ UTI LS/ GEN_UTI LES/ i s- hvx-up

/u/ adnmi n/ . hvx_i ncl ude
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/ful/ adm n/.include

/ful/ adm n/.include. hvxfil es
/ honme4r oot/ . cshrc

/ homedroot/cshrc.tg

/ sdOh/ NTCSS/ deskt op/ Menus
/ sdOh/ NTCSS/ env/ ceo_cshrc
[etc/is-hvx-up

[ etc/group

/ et c/ passwor d

/etc/ hosts

[ et ¢/ NTCSSr ¢

[ etc/di sk_format

[ etc/ sheckl i st

/usr/ hvx

[ usr/ man/ manS

[ var/ hvx

[ users

Figure 5-4 NALC. | NCLUDE FI LE CONTENTS

(2) Wekly Saves. Two passes of the Interface PC shoul d be
saved to diskette (or ZIP drive) weekly and naintained for three
generations. Initialization of the log file will be done on a weekly
basis only.

15. FMB - Maintain a software update file. Al inconing blocks,

pat ches, and rel eases will be acconpanied by a list of all the

sof tware changes made. The file manager will maintain a copy of al
the software changes in date-installed order for the life cycle of the
current baseline. The FMB will keep one copy of the synopsis of
changes/ user manual changes and will distribute renmaining copies to
the SAA (SUADPS) and the MAM (NALCOM S) as it applies. The FMB will
mai ntai n software | oad packages and |icenses for all A'S COTS/ GOTS
sof t war e.

16. FMB - Maintain the file/reel history file. The File History File
is generated by an Autonated Tape Library Program This file is
updated and will be printed every tine a change is nmade. The file
history listing produced by the programw |l be retained until the
next listing is printed. The File Manager will ensure the tape |abels
match the file history file in the Automated Tape Library Program The
file/lreel history will be retained until a new listing is printed.

17. Establish tape retention procedures. Daily, weekly, nonthly,
yearly and end-of -nonth dat abase save tapes are retained in the tape
library using the three generation theory (son, father, and
grandfather). During subsequent saves, the ol dest (grandfather) save
is recycled as scratch. Exceptions to this procedure are identified
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bel ow. Any scratch tape that fails any process on a known good system
will be discarded. PostEOM include will be maintained for five fisca
years | AW NAVSUP poli cy.

a. End of nonth processing output tape files. Al EOM and end of
fiscal year tapes which are cunulative and will be retained for three
generations. A copy of these tapes will be nade before induction into
the library. The follow ng Cunul ati ve EOM tapes are produced fromthe
prior nonths tapes: OHF, RFH, OSO and RHF.

NOTE: Do not re-initialize the RHF without
perm ssion fromthe TYCOM

b. The Tape Retention Procedures for NALCOM S end of nonth
processing are as follows:

(1) MAF history tape (JOO50A) will be retained for 12 nonths.

(2) Requisition history tape (JO500B) will be retained for 12
nont hs.

(3) Repairable itens managenent tape (J75400) will be retained
for six (6) nonths.

(4) Expense itens managenent tape (J75800) will be retained
for six (6) nonths.

18. Maintain an off-site safe. FMB wi || have a designhated area

out side of the van conplex to maintain backups for restoring the

dat abases or system packs in the event of a catastrophic incident.

The safe will be maintained in a climte-controll ed environnment (refer
to OPNAVI NST 5510. series) and will contain the follow ng:

a. The latest blocks, patches, or rel eases belonging to that
basel i ne that have been install ed.

b. One pass of all required NTCSS saves.

c. NTCSS configuration file listings (CLM X, /etc/hosts,
/etc/group, /etc/passwd, /etc/ NETLINKrc).

d. A sealed list of all admnistrative usernanmes and passwor ds.

19. Establish tape |abeling procedures. The file nmanager will
establish tape | abeling procedures to ensure all file history entries
are synchronized. Al tape labels will be standardized. This wll

el i m nate confusion and make inventories of the tape library easier.
Nam ng conventions will be host nane[underbar]incl ude

nanme[ under bar ] occasi on as fol |l ows. Addi tional information may be
enter on the remarks line (i.e. EOM MARCH 00}

5-17




MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

a. SRVO
(1) srvO[underbar]daily
(2) srvO[underbar]weekly
(3) srvO[underbar]dat abase[ under bar] pr eEOM
(4) srvO[underbar]post. eom
(5) srvO[underbar]A-Z
(6) srvO[underbar]jrnl
b. RPSO.
(1) rpsO[underbar]monthly
(2) rpsO[underbar] A-Z
c. RPS1
(1) rpsl[underbar]nmonthly
(2) rpslfunderbar] A-Z
d. NALCOM S
(1) NALC under bar] HVX.
(2) NALC under bar] Database.
(3) NALC underbar] Application.
(4) NALC underbar] JRNL.
(5) NALJ underbar] CS
e. NTCSS EOM process:
(1) BCDUNFI LLED
(2) AV207 AVDLR
(3) DLR CARCASS
(4) JOO50A

(5) JO500B
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(6) J75400
(7) J75800
f. Wndows NT, SALTS, Interface PC
(1) NT[underbar] DAl LY
(2) NT[underbar] WEEKLY
(3) SALTS[underbar] DAILY
(4) SALTS[underbar] WEEKLY
(5) | NTERFACE[ underbar] DAILY
(6) | NTERFACE[ under bar] WEEKLY
g. Reference figure 5-5 for the proper format of the

identification tape label. It nmust include, at a mninum the
followi ng informati on:

MALS- nn Reel No.
Pass:
Fil e Nane:
Renar ks:
Dat e: ITT. I nt:

Fi gure 5-5. -4 DENTI FI CATI ON TAPE LABEL

(1) MALS-nn - will be Marine Aviation Logistics Squadron

nunber .
(2) Pass - will be 1st or 2nd pass.
(3) Filename - will be vol unme being saved.
(4) Remarks - will contain information about the tape (e.g.,

Pre Bl ock 18, Post Block 18, EOM APRIL, EOY 99, PDC, BDC.).
(5) Reel nunber
(6) Date - Julian date tape produced.
(7) Init - Initials of individual producing tape.
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(8) Tine.

20. Review and verify all output tapes. The file manager will review
and verify all tape |labels entering or leaving the tape library to
ensure the labels are filled out as described in the previous

par agr aph 5002. 21.

21. Tape library inventory procedures. The file nmanager will do an

i nventory of a random sanpling of ten percent of the tape library
monthly. It will be at the librarian's discretion as to when it wll
be acconplished during the nmonth. An inventory listing can be
produced through the autonated tape library program The tape library
validity will be maintained at 100 percent at all tinmes. Validity
percentages that do not attain this goal will be cause for a conplete
tape library inventory and the i mredi ate inpl enmentati on of appropriate
corrective actions.

a. Mnthly inventory schedules will be forwarded to the SAA so
that SAA personnel may view library status at their discretion
Formal inventory results will be forwarded to the SAA upon conpletion
of the inspection and will include total nunber of tapes inventoried,

di screpanci es, and date of inventory.

b. The file manager will verify one each of the contents of the
nost recent save of each include type. A revieww |l be nade to
ensure the correct include file is being used (i.e. database, daily,
post.eom and that the intended contents are being witten to the
t ape.

22. Uilize automated library program Any automated library
managenent programw |l include, at a nmininum the follow ng fields:

a. File nane

b. Renar ks

C. Pass
d. Dat e
e. Initials

f. Reel nunber
g. Safe indicator
h. Manual nunber

i, Manual name
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j . Revision nunber
k. Mnual Location

23. Track all commercial technical publications: At a mninmm the
following references will be maintained in the library:

a. CZ16 GCOs 6 MOD 400 System Messages.

b. Cz17 GCOS 6 MOD 400 Conmmands Manual .

c. CZ18 GCOS 6 MOD 400 Sort/ Merge.

d. CZ25 | QF Query Witing Facility Manual.

e. CZ26 AZ7 Manual .

f. CZ53 DVMb |-D-S/ Il Database Admi nistrators Guide.
g. NALCOM S Dat abase Administrator’s Manual .

h. Naval Aviation Logistics Command Managenent |nformation System
(NALCOM S) Security Pl an.

i. NALCOM S Qperator’s Manual .

j- NALCOM S DAPS Manual .

k. SNAP | Distributed Processing Operators Manual w Appendi x E.
I. SNAP | Operator’s Manual.

m Electronic Interface Manual.

n. Adm nistrators Manual for | MA SSC.

0. NALCOM S Users Manual .

p. NALCOM S Interface Design Specifications Manual.
g. NALCOM S Conputer Operations Mnual .

r. Host Database Specifications Manual .

s. Contingency Mnual .

t Front End Processor User Instructions for Dunp Prograns

u. Front End Processor Database Specification Manual.
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v. Host User Instructions for Dunp Programnms Mnual .

w. GCOS 6 HPX Enul at or Conput er Operators Mnual .

X. Ported SNAP System Adni ni strators Manual .

y. Ported SNAP Distributed Processing Operators Mnual .

z. MCO 5510 Marine Corps Security Mnual
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MAI NTENANCE SERVI CE DI VI SI ON ( MSD)

6000. General . The Mai ntenance Service Division (MSD) consists of AI'S
technicians that will provide direct nmintenance and installation
support for all aviation information systemand MALS core network
assets.

6001. Duti es

1. Provide direct hardware support and software

instal l ati on/configuration support for the aviation information system
end user.

2. Provide direct LAN support.

3. Coordinate with CSD to obtain nmaterial requirenents

4, Coordinate with OVA system adm nistrator to assist in providing
trai ni ng/ data communi cati ons support for unit depl oynents.

5. Miintain a turnover jacket.
6002. PROCEDURES
1. Provide direct hardware support and software installation and
configuration support for the end user. This will be acconplished by
on-site support for the users as well as conprehensive hardware and/or
sof twar e di agnostics and hardware repair/upgrades as needed. Al
pendi ng mai nt enance actions will be updated utilizing the ALTIS WTS
as maintenance is performed. The mnimumentries will include:

a. Parts required.

b. A detailed description of the corrective action taken.

c. Name of Marine performng corrective action

d. Current status.

e. QAl nane.

f. Awaiting maintenance tine.

2. Install conmputer workstation software configurations as set forth
by NAD and in conpliance with Navy and Marine Corps standards.
Devi ations fromthese standards will be on a case-hby-case basis and

only after approval by the Al SD officer.

3. Perform Preventative Miintenance and repair of the NTCSS TAC
conmput er system
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4., Coordinate with CSD for warranty, open purchase and supply system
parts requirements. Ensure CSDis notified of all requisitions for
tracki ng/reconciliation purposes. CSD will follow expedite

requi rements once initiated. Refer to CSD for weekly reconciliation
updat es and st at us.

5. Install, maintain, and nodify NTCSS/ MALS core network. Coordinate
with the NAD to advise the AISD Oficer/Chief on network installation
and mai nt enance i ssues. Coordinate all expansions/upgrades of the
supported | ocal area network.

NOTE: MsSD will advise the AISD officer and the
Al SD chi ef of any network installation/repair
tasks that are beyond the capabilities/resources
of the AISD and provide a recomended alternate
course of action for those tasks.

6. Coordinate with OVA system administrator to assist in providing
traini ng/ data communi cati ons support for unit deploynments. MSD will
be responsi bl e for providing hardware/software
configuration/installation assistance to neet the requirenents of the
deploying unit. MSD will assist in the training of deploying unit on
any hardwar e/ software changes to ensure that |ocal support is

avail abl e at the deployed site. Wenever possible, Al SD shall assist
in conducting a pre-deploynment site survey to ensure that al

requi rements of the deploying unit can be net prior to the unit’'s
arrival
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APPENDI X A

QUALI TY ASSURANCE PROGRAM

A, GENERAL.

1. Purpose. This appendix provides guidance for the Quality
Assurance (QA) programw thin the Al SD

2. Background. The QA program oversight is provided by the Al SD

O ficer, Al SD Chief and assigned QA Inspector’s. These personnel are
responsi bl e for conducting and managi ng the departnment's QA effort.
The basic precepts of ensuring quality workmanship apply. These

assi gnnments nay be conbi ned with other departnmental staff functions as
required.

B. CONCEPTS OF QUALITY ASSURANCE

1. The QA concept is fundanmentally the prevention of the occurrence
of defects. The concept enbraces all events fromthe start of the

mai nt enance operation to its conpletion and is the responsibility of
all Al SD personnel. The achi evenent of QA depends on prevention

know edge, and special skills. The principle of prevention is that it
is necessary to preclude AI'S mai ntenance failure. This principle
extends to safety of personnel, maintenance of Al'S equi pnent, and
virtually every aspect of the total AlISD maintenance effort.
Prevention is about regulating events rather than being regul ated by
t hem

2. The terns inspection, QA and audit have separate and distinct
meani ngs and shoul d be used accordi ngly.

a. Inspection is the exam nation/testing of supplies (including
raw naterials, docunents, data, conponents, and assenblies) and
services to deternmine if they conformto technical requirenents.

b. QA is a planned and systematic pattern of actions necessary to
provi de adequate confidence, that the product will perform
satisfactorily in service, and the nonitoring and anal yzing of data to
verify the validity of these actions.

c. Audit, as it applies to QA, is a periodic or specia
eval uation of details, plans, policies, procedures, products,
directives, and records.

3. QA provides a systematic and efficient nmethod for gathering,

anal yzing, and maintaining information on the quality characteristics
of products, the source and nature of defects, and their inmrediate

i npact on the current operation. It pernmits decisions to be based on
facts rather than intuition or menory and provi des conparative data
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which is useful long after the details of the particular tinme or
events have passed. The objective of QA is to readily pinpoint problem
areas i n which managenent can

a. |Inprove the quality, uniformity, and reliability in the
mai nt enance of AlI'S equi prent;

b. Inprove the work environnent, tools, and equi pnent used in the
mai nt enance effort; elimnate unnecessary man-hour and dol | ar
expendi tures;

c. Inprove training, work habits, and procedures of Al SD
mai nt enance personnel

d. Effectively dissem nate technical information

e. Establish realistic material and equi pnment requirements in
support of the Al SD.

f. Teamwrk nust be achi eved before benefits can be obtained from
the QAl. The QAl nust use an opti mum degree of personal judgnent for
quality in the course of their daily work. QA techni ques supply each
person with informati on on actual quality standards, goals, and
achi evenents. This information allows individuals to inprove the
quality of their work

C. RESPONSI BI LI TY FOR QUALITY I N MAI NTENANCE

1. CGCs are responsible for the inspection and quality of materi al
under their cognizance. Generating high standards of quality in a

mai nt enance organi zati on denands a sincere interest on the part of the
CO, which nust be evident to everyone in the comand.

2. Attaining quality in maintenance and the prevention of maintenance
errors is an all hands task that can only be acconplished through
positive | eadership, proper organization, and a conpl ete understandi ng
of responsibilities by each individual in the departnment. QA

requi rements, functions, and responsibilities specified in this
instruction provide a sound basis for conducting an effective QA

3. QA is a staff function which requires both authority and
assunption of responsibility. Division NCOC s are responsible for
ensuring required inspections are conducted and high quality

wor kmanshi p i s attained.

D. QUALITY ASSURANCE RESPONSI BI LI TI ES.

1. AISD Chief is responsible to the AISD officer for naintaining a
gual ity assurance program

2. Specific AISD chief responsibilities for the QA program are:
A-2
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a. Establish qualification requirenments for QAls. Reviewthe
qual i fications of personnel nominated for these positions and endorse
noni nations to the Departnent Head.

b. Periodically (at a mninmmquarterly), acconpany QAls during
schedul ed nmi nt enance and unschedul ed mai nt enance tasks to recheck
their qualifications.

C. Ensure all work guides, checkoff lists, check sheets, MRCs
used to define and control maintenance are conplete and current prior
to issuing to crews or individuals.

d. Performinspections of all rmaintenance equi prent and
facilities to ensure conpliance with fire and safety regul ations.
Quarterly, check for the existence of satisfactory environmental
conditions within the workspaces and equipnent is naintained in a safe
operating condition. Check that equi pnent operator qualifications and
proper training for licensing is maintained.

e. Provide a continuous training programin techni ques and
procedures pertaining to the conduct of inspections. Wen directed or
required, provide technical task forces to study trouble areas and
submt reconmendations for corrective action

f. Review source docunents and periodic inspection records, and
note recurring discrepancies requiring special action.

g. Ensure the configuration of Al SD conponents are correct and
al |

h. essential nodifications have been incorporated.
i. Ensure an inspection is conducted on equi pnment upon conpl etion
of the maintenance cycle to verify satisfactory naterial condition,

identification, packaging, preservation, and configuration.

E.  QUALI TY ASSURANCE | NSPECTORS ((QAl).

1. Assigned QAls are to inspect all work and conply with the required
internal QA inspections during all maintenance actions perforned by
the MBD/ NAD. They are responsible to the AISD Oficer when performng
such functions. QAIs will spot check all work in progress and will be
famliar with the provisions and responsibilities of the various
prograns nmanaged and audited by Al SD.

2. AISD Chief shall establish mninmmqualifications for personnel
selected for QAl. Due to the inportance and responsibility of duties
perfornmed by QAls, Division NCOCs carefully screen all candi dates for
t hese assignnments. QAl candidates will be required to denonstrate
their know edge and ability on the particular equi pment by a locally

A-3



MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

prepared oral or practical exam nation adm nistered by the division
chi ef .

3. AISD officer is responsible for establishing and naintaining
training progranms for production personnel involved with QA functions.
The responsibility includes training in testing, troubleshooting, and
i nspection techniques. |In addition, steps nust be taken to ensure
operations requiring certified operators are recogni zed, and steps are
taken to qualify and certify affected personnel.

4. (@QAls shall be designated in witing by the AlSDO These assi gnnment
letters shall be filed in the individual’'s training jacket.
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APPENDI X B

Al SD TECHNI CAL TRAI NI NG PROGRAM

A GENERAL. The AISD Chief will establish and naintain a

conpr ehensi ve technical training programthat will be attended by al

Al SD personnel. The Al SD admi nistrative section will manage this
program

1. Frequency. Technical training will be conducted a m ni num of once
a week. It will consist of two classes, each at |east 30 m nutes.

2. Subject Matter. Classes will provide training in Al SD procedures,
policies, and concepts. At a mninum one class will consist of
subject matter that applies to the Al SD and one class will be derived
fromGeneral Mlitary Subjects. Al hands in AISDw |l attend
classes. The division NCOC s will critique all periods of

instruction and maintain the critiques in the instructor’s training
jacket. Prior to each period of instruction, the instructor wl|l
review the contents of the lesson to determine if data is current and
reflective of any changes that may have occurred in Al SD procedures.
Lesson plans will include oral or practical questions (a m nimumof 3
guestions), which will be administered imediately after the
presentation is concl uded.

3. Scheduling. AISD will publish a technical training schedule on a
mont hly basis a m nimum of 30 days in advance. This does not preclude
devi ations or additional just-in-time training. The schedule wll

i nclude: instructor, topic of instruction, length of class, and date
of cl ass.

4. Attendance. An attendance roster will be subnmitted to the Al SD
Admi nistration division. The Al SD Admi nistration division will submt
a report of technical training attendance to the Al SD officer, on a
mont hly basis, and to the AISD Chief on a weekly basis. This report
will identify individuals who are not attending technical training on
a regul ar basis. The attendance roster will include: instructor, topic
of instruction, length of class, date, and list of attendees.

5. Monitoring of Technical Training. The AISD chief will nonitor

t hetechnical training program Division NCOC s (on a rotational basis
as assigned by the AISD chief) will provide a witten critique to the
Al SD chief within 24 hours of technical training classes. A copy of
this critigue will also be placed in the training jacket of the

i ndi vidual presenting the class after a verbal counseling has been
done.

B. DUTI ES.
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1. The AISDO will ensure that a conprehensive technical training
program occurs within the departnment. The AISDO will review al
aspects of the training program to include individual training
jackets, on a quarterly basis.

2. The AISDC will nonitor the technical training and ensure division
NCOC s provide witten critiques and counseling for individuals
conducting training. He will ensure nonthly training schedules are
publ i shed.

3. Division NCOC s will conduct critiques and counseling on a
rotational basis to all individuals conducting training. They wll

submt training proposals to the AISAD. NCOC s wll verify
i ndi vi dual s have entered conpleted training in their training jacket.

4. Individuals conducting training are responsible to properly review
and prepare a | esson guide for their period of instruction. Lessons
will include references and training aids.

5. Individuals are ultimately responsible for entering conpl eted

training into their training jacket.
6. Admnistration division will verify that conpleted training has
been entered into the individuals training jacket and subnit the
follow ng reports:

a. Wekly attendance roster to the Al SDC

b. NMonthly attendance report to the Al SDO

c. Mnthly training schedul e as required.

d. Upon transfer, records will be forwarded to the individual’'s
next command (MALS AISD Officer, if a MALS).
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APPENDI X C

TOOL CONTROL/ TEST EQUI PMENT PROGRAM

A. I nt roducti on.

1. The tool control/test equi pment program establishes policy and
responsibilities for inplenmenting, maintaining, controlling, storing,
repl aci ng, and inventorying common hand tools and test equi prment.

2. Reference NAVAIR 17, Tool Control Mnuals (series).

B. GCeneral Guidelines.

1. The AISD tools and test equi pnent coordinator shall etch tools
with an identifier identical to that of the container assigned.

2. Etching of tool tags shall also include the tag nunber.

3. Special tools, or locally manufactured tools, are subject to the
sanme positive control and inventory processes, as are standard tools.
Therefore, special tools held by the departnent shall, where feasible,
be sil houetted against a contrasting background or placed in

sil houetted containers. Special tools shall be etched, inventoried,
and di agranmed under the sane conditions as standard hand tools.

4. Ensure consumable materials not included on the tool container
i nventory, such as connector pins, electrical tape, and cleaning
products, are accounted for prior to and at the conpletion of each
task. Tool containers shall not be used for consumabl e storage.

5. Ensure nmultiple piece tools containing a type of |ocking nut that
can fall off is peened or spot welded to elininate the possibility of
FOD, for exanple, hex keys and feel er gauges.

6. Tools may be issued froma tool box in exchange for a tool tag on a
one-for-one basis. In the event a tool is required to be checked out
by an individual wthout access to tool tags, tool issue procedures
shall be established to ensure control and accountability are

mai nt ai ned.

7. M ssing/broken/worn tools: Any tool identified as mssing during

t he mai ntenance process or QAl process shall imediately be brought to
the attention of the AISD Chief. In his capacity as QA nanager, the
Al SD Chi ef shall stop all Al SD nmai nt enance and conduct a thorough

i nspection of all equipnent and areas as applicable. The Al SD Chi ef
will then subnit a witten report to the AISD Oficer regarding the

i ncident and subsequent inspection. At the direction of the Al SD

O ficer, a replacenent will be ordered.
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NOTE: The AISD Oficer will inmediately notify
the AMO in any incident that may involve safety
of flight, aeronautical, or support equipnent.

8. Broken/worn tools or tools that are no | onger required shall be
turned in to aviation supply for survey. At no tinme will extral/spare
tools that are not part of the tool control programbe retained in the
Al SD

C. RESPONSI BI LI TI ES.

1. The AISD Chief will ensure that a tool and test equi pnment
coordinator is assigned for the departnment, via an AISD Oficer
assignnment letter.

2. This coordinator will ensure that all tools are accounted for at
t he begi nning and end of every shift, and are FOD free at all tines.

3. This coordinator will forward all reports of
di screpancy/ ni ssi ng/ brokentools to the Al SD Chi ef.

4, The AISD Oficer/Chief will make randominspections of all tools
and docunents nai ntained by the tool and test equi pnment coordi nator.
Additionally, the AISD Oficer/Chief will conduct docunented quarterly
i nspections of all tools, test equipnent, and procedures.
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APPENDI X D

ELECTROSTATI C DI SCHARGE ( ESD)

A, FUNCTIONS. The purpose of this appendix is to define and
establish an ESD Programw thin the Al SD

B. GENERAL.

1. ESDis the transfer of electrostatic charge between bodi es at
different electrostatic potentials caused by direct contact or induced
by an electrostatic field and is potentially damaging to electrical
and el ectronic equi pnent. Knowing the effects of ESD on el ectronic
conmponents and equi pnent is a necessary part of information systens

mai nt enance. | nproper handling, transportation, and storage
t echni ques can cause electrostatic sensitive devices and conponents to
fail. The insidious nature of ESD induced failures requires ESD

control protection neasures to be integral parts of information
systens mai ntenance and supply disciplines. Al solid-state

el ectroni ¢ conponents and assenblies containing such conponents are
consi dered ESDS itens unl ess otherw se directed by higher authority.
These itens include printed circuit board assenblies, nodul es,

i ndi vi dual conponents, and integrated circuits.

2. ML-HDBK-263B and M L-STD- 1686 provi de policy and gui dance for

i npl ementing an effective ESD Program NAVAIR 01-1A-23, defines ESD
control and protection requirenments for 2M El ectronic Assenbly Repair.
NAVSUP Publication 484 provides fleet supply afloat and field
packagi ng procedures, and NAVSUPI NST 4030. 46 covers handli ng,
identification and protection of ESDS itens. NAVSUPI NST 4440. 179
contains ROD information. NAVAIR 17-600-141-6-1, NAVAIR 17-600-141- 6-
2, NAVAIR 17-600-193-6-2 addresses PMrequirenments for ESD protected
work areas. M L-HDBK-773 contains instructions for packagi ng ESDS
circuit cards and nodul es for shipnment and storage.

3. Personnel safety cannot be overstressed in this program In the
past, technicians have been isolated fromelectrical shock by
nonconducti ve rubber mats. In ESD protected work areas, these
nonconducti ve mats have been replaced with conductive materi al / devi ces
t hrough which the technician is tied to a soft ground (a connection to
ground through an i npedance sufficiently high to limt current flowto
safe levels for personnel (norrmally 5 millianperes)). |npedance
needed for soft ground is dependent upon the voltage |evels, which
coul d be contacted by personnel near the ground. The practice of
renovi ng conponents/parts with power applied is strictly prohibited.

4., COWNAVAI RSYSCOM (Al R-3.6. 1.2 and PMA-260) can provide ESD Program
i nformati on.
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5. Packaging requirenents for comercial off the shelf (COTS)
consuner el ectronics need only neet standards specified by the
manuf acturer. New stock spare conponents will not be repackaged to
nmeet standards specified in the references |listed in paragraph 2
above.

6. Repairing NRFI (faulty) conponents will be packaged in a manner
that neets or exceeds the ESD packagi ng of the replacenent conponents.

7. There is no requirenent to package NRFI consumabl e conponents
prior to survey as scrap netal

C. PROCEDURES.

1. The AISD Oficer/Chief shall:
a. Develop local command procedures (as required).
b. Designate an ESD Program Manager

c. Ensure personnel are properly trained prior to handling ESDS
itens.

2. The Program Manager shall:

a. Be responsible to the AISD Oficer for inplenmenting the ESD
Program and enforcing conpliance.

b. Ensure this instruction and M L-HDBK-263B, M L-STD- 1686,
NAVAI R 01- 1A-23, NAVSUP Publication 484, NAVSUPI NST 4030. 46,
NAVSUPI NST 4440. 179, NAVAIR 17-600-141-6-1, NAVAIR 17-600-141-6-2,
NAVAI R 17-600-193-6-2, and M L-HDBK-773 are readily avail able and
conplied with.

c. Provide indoctrination and refresher training to all personnel
who handl e, inspect, package, or transport ESDS itens. M L-HDBK-263B
contains infornmation to aid in devel opi ng appropriate | essons.

d. Conduct periodic work area reviews ensuring sufficient ESD
protective materials are avail abl e and bei ng used.

d. Ensure ESD protected work areas are properly naintained.
e. Mintain a programfile to include:

(1) Applicable PCCs.

(2) List of personnel who conpl eted training.

(3) Programrel ated correspondence and nessage traffic.

D2
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(4) Applicable references and cross-reference | ocator sheets.
3. Division supervisors shall:
a. Ensure conpliance with the ESD Program

b. Ensure all ESDS itens remain in their protective packagi ng
until installed or ready for test, repair, inspection, or assenbly at
an ESD protected work area.

c. Ensure all test equipnent, SE, and personnel are grounded to
an authorized ground prior to handling or working with unprotected
ESDS itens. Al applicable itens and personnel nust be connected to an
aut hori zed ground through a 250K to 2M ohm resi stor when ESDS itens
are opened for repair or inspection.

d. Ensure all ESDS itens are stored in protective packagi ng when
AWM AWP, or in long termlocal storage.

e. Ensure, after opening a package containing an ESDS itemto
verify its contents, the ESDS itemis properly repackaged and | abel ed.

D-3
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AVI ATl ON | NFORVATI ON SYSTEMS DEPARTMENT (Al SDQ' C)

MALS DATE
ac NCa C
I NSPECTOR GRADE

1. 1S THE Al SD COVPRI SED OF FI VE FUNCTI ONAL DI VI SIONS, Al SD (ADM N),
CSD ( CUSTOMVER SUPPORT), NAD ( NETWORK ADM N), SPD ( SYSTEMS
PROCESSI NG), AND MBD ( MAI NTENANCE SUPPORT)? 1003. 2
YES _ NO

2. DOES THE Al SD OFFI CER CONDUCT | NSPECTI ONS AND ASSI STANCE REVI EWS
ON ALL ASPECTS OF AVI ATI ON | NFORVATI ON SYSTEMS W THI N THE MALS AND
SUBORDI NATE UNI TS OF MAG? 1004.1.b
YES __ NO

3. DOES THE Al SD OFFI CER MAI NTAI N LI Al SON W TH EXTERNAL SUPPORTI NG
ACTI VI TIES, TO ENSURE MAG AVI ATI ON | NFORVATI ON SYSTENG
REQUI REMENTS ARE KNOWN AND SATI SFI ED? 1004. 1. d
YES __ NO

4. DOES THE Al SD OFFI CER PUBLI SH, REVI EW LOCAL | NSTRUCTI ONS, MU S,
WH CH HI GHLI GHT CONCEPTS, AND POLI Cl ES FOR THE AVI ATl ON
| NFORMATI ON' SYSTEMS SUPPORT? 1004. 1. h
YES __ NO

5. DOES THE Al SD OFFI CER ENSURE QUALI FI CATI ON AND RE- CERTI FI CATI ON OF
PERSONNEL ( ROUTER TRAI NI NG SERVER CERTI FI CATI ON, SYSTEM
ADM NI STRATOR) ? 1004. 1. g
YES __ NO
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DOES THE Al SD OFFI CER ACT AS A SECONDARY CUSTODI AN FOR ALL
COVPUTER RELATED ASSETS? 1004.1.s
YES __ NO

DOES THE Al SD CHI EF COORDI NATE W TH THE ORGANI ZATI ONAL MAI NTENANCE
ACTI VI TY AND EXTERNAL ACTI VI TI ES ON DEPLOYMENT REQUI REMENTS?
1004. 2. d
YES __ NO

DOES THE Al SD CHI EF ENSURE ADEQUATE EMBARKATI ON PROCEDURES AND
RESOURCES ARE DEVELOPED AND PROCURED FOR DEPLOYMENT OF MAG

AVI ATI ON | NFORMATI ON SYSTEMP 1004. 2. |

YES __ NO

DOES THE Al SD CHI EF | NI TI ATE REQUESTS FOR ON- SI TE ASSI STANCE OF
TECHNI CAL FI ELD REPRESENTATI VES AS REQUI RED? 1004. 2.0
YES __ NO

DOES THE Al SD CHI EF DEVELOP, | MPLEMENT AND MAI NTAI N AN AVI ATI ON
| NFORMATI ON' SYSTEMS EMPLOYMENT PROGRAMP 1004. 2.
YES __ NO

DOES THE Al SD CH EF COORDI NATE W TH THE AVI ATI ON SUPPLY
DEPARTMENT, Al SD BUDGET PLANNI NG AND EXECUTI ON? 1004. 2. r
YES __ NO
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AVI ATI ON | NFORVATI ON SYSTEMS ADM NI STRATI ON DI VI SI ON (Al SAD)

MALS DATE
NCO C
I NSPECTCR GRADE

DOES THE Al SAD MAI NTAI N THE FOLLOW NG FI LES AND LOGS, CURRENT
TABLE OF ORGANI ZATION (T/ O S) FOR MALS AND SQUADRONS ASSI GNED TO
THE MAG? 2002. 1

YES __ NO

DOES THE Al SAD MAI NTAI N PERSONNEL FI LE? 2002. 2
YES _ NO

DOES THE Al SAD MAI NTAI N CORRESPONDNCE FI LE? 2002. 3
YES __ NO

DOES THE Al SAD MAI NTAIN AN Al SD DI RECTI VES LI BRARY AND LOCATOR
FI LE? 2002.8
YES __ NO

DOES THE Al SAD MAI NTAIN A CORRESPONDENCE ARCHI VES? 2002. 9
YES __ NO

DOES THE Al SAD MAI NTAI N AN ADM NI STRATI VE REPORTS CONTROL SYSTEM?
2002. 10
YES __ NO
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DOES THE Al SAD MAI NTAIN A FI LE FOR AUTHORI TY/ APPO NTMENT LETTERS
AND MESSAGES? 2002. 11
YES __ NO
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CUSTOVER SERVI CE DI VI SI ON ( CSD)

MALS DATE
ac NCO C
I NSPECTCR GRADE

1. DOES THE CSD/ | RB DOCUMENT THE TRANSFER OF ASSETS BETWEEN THE
CUSTOVER AND Al SD DURI NG THE MAI NTENANCE CYCLE? 3002. 1
YES _ NO

2. DOES CUSTODY RECORD HAVE ADEQUATE | NFORMATI ON HELPFUL | N
| DENTI FI CATI ON OF Al SD EQUI PMENT (SERI AL NBR, NOVENCLATURE) ?
3002. 1
YES _ NO

3. DOES CUSTODY RECORD HAVE ADEQUATE | NFORMATI ON HELPFUL | N TRACKI NG
THE CUSTOMER (NAME, RANK, UNI T, PHONE/ EMAIL)? 3002.1
YES __ NO

4. DOES CUSTODY RECORD HAVE | SSUE/ RECEI PT Sl GNATURES, AND LEG BLE
NAME OF S| GNEE? 3002. 1
YES __ NO

5. DOES THE CSD/ PCHDB | NI TI ATE, MANAGE AND TRACK TROUBLE CALLS FROM
UNI T/ DEPARTMENT REPRESENTATI VES? 3002. 2
YES __ NO




10.

11.

12.
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DOES THE CSD CONTROL AND MANAGE THE ADDI NG CHANG NG AND DELETI NG
OF USER ACCOUNTS GRANTI NG ACCESS TO THE NETWORK AND NTCSS
PLATFORM? 3002. 5

YES __ NO

DOES THE CSD/ AVMB MAI NTAI N AN ACCURATE CONFI GURATI ON | NVENTORY OF
ALL AVI ATI ON | NFORVATI ON SYSTEMS (TCP/ | P CONFI GURATI ON, NON

STANDARD SOFTWARE CONFI GURATI ON, AND MAI NTENANCE HI STORY) ? 3002. 3
YES _ NO

DOES CSD/ SSB REQUI SI TI ON AND RECONCI LE | NFORMATI ON' SYSTEMS
EQUI PMENT, COVPONENTS, PARTS AND SOFTWARE REQUI REMENTS FOR THE
Al SD? 3002. 4
YES __ NO

DOES CSD/ SSB REQUI SI TI ON AND RECONC! LE | NFORVATI ON SYSTEMS

EQUI PVMENT, COVPONENTS, PARTS AND SOFTWARE REQUI REMENTS FOR THE
Al SD? 3002. 4
YES __ NO

DOES CSD/ SSB MAI NTAIN A PEB FOR HI GH USAGE ADP REPAI R PARTS, AS
REQUI RED? 3002. 4
YES __ NO

DOES CSD/ SSB COORDI NATE AND TRACK WARRANTY MAI NTENANCE ON ALL
AVI ATI ON | NFORVATI ON SYSTEMS? 3002. 4
YES __ NO

DOES CSD/ SSB SUBSTANTI ATE AND PRI ORI TI ZE Al S REQUI REVENTS VI A THE
MALS SUPPLY DEPARTMENT? 3002. 4
YES __ NO




MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

NETWORK ADM NI STRATI ON DI VI SI ON ( NAD)

MALS DATE
ac NCO C
I NSPECTCR GRADE

1. DOES THE NAD PERFORM NETWORK OPERATI NG SYSTEM MANAGEMENT | N
ACCORDANCE W TH Al SD DESKTOP 4002.1 A-D? 4002.1
YES __ NO

2. DOES NAD PERFORM DAI LY BACKUP ON W NDOWS NT SERVERS, M CROSOFT
EXCHANGE SERVER, AND NOVEL FILE SERVER? 4002. 2
YES _ NO

3. DOES THE NAD MAI NTAIN A REPAIR DI SK FOR EACH W NDOWS NT SERVER?
4002. 2
YES __ NO

4. DOES THE NAD UPDATE REPAIR DI SK'S WEEKLY? 4002. 2
YES __ NO

5. DOES THE NAD UPDATE THE REPAIR DI SK' S AFTER A SERVER CONFI GURATI ON
CHANGE? 4002. 2
YES __ NO

6. DOES THE NAD HAVE ALL THE SERVERS PROTECTED W TH APPROPRI ATE
ANTI VI RUS SOFTWARE? 4002. 2
YES __ NO




10.

11.

12.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES THE NAD HAVE ALL THE SERVERS PROTECTED W TH UN- | NTERRUPTI BLE
POWER SUPPLY? 4002. 2
YES __ NO

DOES THE NAD HAVE USER ACCOUNT POLI Cl ES SET TO REFLECT DCD

DI RECTI VES REGARDI NG PASSWORD LENGTH, EXPI RATI ON, LOG N SCRI PTS,
ROAM NG PROFI LES, HOVE DI RECTORIES, AND LOG N RESTRI CTI ONS? 4002. 2
A-D

YES __ NO

DOES THE NAD ENSURE COVPLI ANCE W TH ALL DOD POLI Cl ES CONCERNI NG E-
MAI L/ | NTERNET USAGE? 4002. 3
YES __ NO

DOES THE NAD ENSURE ALL USERS ARE REQUI RED TO SI GN A STATEMENT OF
UNDERSTANDI NG FOR E- MAI L/ | NTERNET USAGE? 4002. 3
YES __ NO

DOES THE NAD ENSURE THAT ALL EUCE CONTAI N THE REQUI RED WARNI NG
MESSAGE AGAI NST UNAUTHORI ZED ACCESS TO DOD CONTROLLED | NFORMATI ON
SYSTEMS? 4002.3A, 4002. 4

YES __ NO

DOES THE NAD MAI NTAIN AND UPDATE ALL THE NECESSARY DI AGRAMS OF THE
CURRENT NETWORK TOPOLOGY AND CAPABI LI TI ES? 4002. 5
YES __ NO




13.

14.

15.

16.

17.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES THE NAD HAVE A SERVER CONFI GURATI ON BI NDER WTH M NI MUM

| NFORVATI ON ( NAVE, SERI AL, MODEL, | P CONFI GURATION, NIC

CARD/ CONFI GURATI ON, HD SI ZE/ MODEL, RAI D LEVEL, MEMORY, PROCESSOR
TYPE, BACKUP HARDWARE/ SOFTWARE, APPLI CATI ONS, NOS VERSI ON

W PATCHES, SERVI CES, VENDOR SOFTWARE, REPAI R DI SK)? 4002.5

YES NO

DOES THE NAD ENSURE COWPLI ANCE TO ALL APPLI CABLE DOD ORDERS AND
| NSTRUCTI ONS RELATI NG TO NETWORK SECURI TY? 4002. 7
YES _ NO

DOES THE NAD EXAM NE SECURI TY LOGS FOR ALL W NDOAS NT SERVERS
EXAM NED WEEKLY, AND SAVED FOR 30 DAYS? 4002.7
YES __ NO

DOES THE NAD ENSURE NETWORK RESOURCE PERM SSI ONS CONTROLLED IN A
MANNER TO REFLECT USER REQUI REMENTS AS NEEDED? 4002.7
YES __ NO

DOES THE NAD DEVELOP, UPDATE AND MAI NTAIN A STANDARDI ZED
WORKSTATI ON SOFTWARE? 4002. 8
YES __ NO

E- 10



MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

SYSTEMS PROCESSI NG DI VI SI ON ( SPD)

MALS DATE
ac NCO C
I NSPECTCR GRADE

DOES THE SYSTEMS OPERATI ONS BRANCH MAI NTAI N A SYSTEM UTI LI ZATI ON
LOG COVPRI SED OF ALL REQUI RED ENTRI ES? 5002. 1
YES _ NO

ARE END OF MONTH PROCESSI NG SHEETS PROPERLY FI LLED OUT AND
FORWARDED TO THE SUPPLY APPLI CATI ON ADM NI STRATCR

( SAA) / MAI NTENANCE APPLI CATI ON MANAGER ( MAM) ? 5002. 2

YES _ NO

'S A MONTHLY SCHEDULE PUBLI SHED | N COORDI NATI ON W TH THE SAA/ MAM
WH CH PRESCRI BES SYSTEM PROCESSI NG AND SCHEDULED DOWN TI ME? 5002. 4
YES __ NO

DOES THE SYSTEMS OPERATI ONS BRANCH MAI NTAIN A STANDARD OPERATI NG
PROCEDURE ( SOP) FOR EACH OPERATI NG SHI FT? 5002. 7
YES __ NO

DO THE SYSTEMS OPERATI ONS BRANCH SHI FT SOPS REFLECT PROCEDURES FOR
DAI LY, WEEKLY, AND MONTHLY REQUI REMENTS? 5002. 7
YES __ NO
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10.

11.

12.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DO THE SYSTEMS OPERATI ONS BRANCH UTI LI ZATI ON LOG ENTRI ES PROVI DE
FOR ADEQUATE PASSDOWN TO ONCOM NG SHI FTS (I.E. SYSTEM STATUS, JOBS
PROCESSI NG UNUSUAL ClI RCUMSTANCES) ? 5002. 8

YES _ NO

| S END OF MONTH PROCESSI NG PERFORMED ON TI ME- LI NES DI RECTED BY THE
SAA/ MAM ( TO BE VERI FI ED BY SAA/ MAM) ? 5002. 10
YES __ NO

DOES THE SYSTEMS OPERATI ONS BRANCH UTI LI ZE A SEQUENCED EOM
PROCESSI NG SHEET PROVI DED BY SAA/ MAMP 5002. 10
YES _ NO

ARE CHANGE NOTI CE UPDATES RUN ON SUADPS AND NALCOM S CONCURRENTLY?
5002. 10
YES __ NO

DOES EACH OPERATI NG SYSTEM HAVE THE LATEST NTCSS/ UNI X SOFTWARE
UPDATE APPLI ED (TO BE VERI FI ED ON SRVO, RPS(0/1), NALC)? 5002.12
YES __ NO

DO THE SUADPS AND NALCOM S APPLI CATI ONS REFLECT THE LATEST
SOFTWARE RELEASE AS DI STRI BUTED BY THE SAA/ MAMP 5002. 12
YES __ NO

ARE SUADPS AND NALCOM S APPLI CATI ON LOADS APPLI ED ONLY AFTER
APPROVAL FROM SAA/ MAM ( TO BE VEI RI ED BY SAA/ MAM ? 5002. 12
YES __ NO
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13.

14.

15.

16.

17.

18.

19.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES THE SYSTEMS OPERATI ONS BRANCH ENSURE THE DBSTAT REPORTS ARE
RUN WEEKLY? 5002. 13
YES __ NO

ARE THERE ANY REALMS ON THE DBSTAT REPORTS SHOW NG 0- 24 % SPACE
AVAI LABLE? 5002. 13
YES __ NO

DOES THE SYSTEMS OPERATI ONS BRANCH ENSURE THE DBCLANS ARE RUN
WEEKLY? 5002. 13
YES _ NO

DOES THE SYSTEMS OPERATI ON BRANCH RUN CK_SUADPS DAI LY TO CHECK THE
| NTEGRI TY OF THE SUADPS DATABASE? 5002. 13
YES __ NO

DOES THE SOB | NI TI ATE SUADPS FI LE CLEANUP PROCEDURES AT LEAST
WEEKLY? 5002. 13
YES __ NO

DOES A CHECK OF DI RECTORI ES LI STED FOR CLEANUP SHOW EVI DENCE OF
ADEQUATE AND RECENT CLEANUP? 5002. 13
YES __ NO

ARE DAI LY SAVES OF SRVO EXECUTED | NCLUDI NG DI RECTORY STRUCTURES
COVPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER? 5002. 14
YES __ NO
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20.

21.

22.

23.

24.

25.

26.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

ARE WEEKLY SAVES OF SRVO EXECUTED | NCLUDI NG DI RECTORY STRUCTURES
COVPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER? 5002. 14
YES __ NO

ARE WEEKLY SAVES OF SRVO EXECUTED | NCLUDI NG DI RECTORY STRUCTURES
COVPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER? 5002. 14
YES __ NO

ARE SUADPS EOM SAVES EXECUTED PRI OR TO THE DI 100 LI VE AND | NCLUDE
THE DI RECTORY STRUCTURES COMVPRI SED OF THE CORRECT PATHS AND | N THE
PROPER ORDER? 5002. 14

YES _ NO

ARE THE SUADPS POST EOM SAVES EXECUTED AFTER ALL EOM JOBS AND

| NCLUDE THE DI RECTORY STRUCTURES COVPRI SED OF THE CORRECT PATHS
AND | N THE PROPER ORDER? 5002. 14

YES __ NO

ARE THE SUADPS MONTHLY A-Z SI NGLE USER SAVES ACCOMPLI SHED MONTHLY
ON ALL NTCSS NODES (I.E. SRVO, RPSO, RPS1)? 5002. 14
YES __ NO

ARE THE SUADPS RPS MONTHLY SAVES EXECUTED AND | NCLUDE DI RECTORY
STRUCTURES COMPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER?
5002. 14

YES __ NO

ARE NALCOM S DAI LY SAVES EXECUTED | NCLUDI NG DI RECTORY STRUCTURES
COVPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER? 5002. 14
YES __ NO

E-14



27.

28.

29.

30.

31.

32.

33.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

ARE NALCOM S WEEKLY SAVES EXECUTED | NCLUDI NG DI RECTORY STRUCTURES
COVPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER? 5002. 14
YES __ NO

ARE NALCOM S MONTHLY SAVES EXECUTED | NCLUDI NG DI RECTORY STRUCTURES
COVPRI SED OF THE CORRECT PATHS AND | N THE PROPER ORDER? 5002. 14
YES _ NO

ARE TWO PASSES OF THE | NTERFACE LOG FI LE C:\ H STORY\ LOG SAVED TO
DI SKETTE DAI LY AND MAI NTAI NED FOR THREE GENERATI ONS? 5002. 14
YES __ NO

ARE TWO PASSES OF THE | NTERFACE PC SAVED WEEKLY AND MAI NTAI NED FOR
THREE GENERATI ONS? 5002. 14
YES __ NO

ARE TWO PASSES OF THE | NTERFACE PC SAVED WEEKLY AND MAI NTAI NED FOR
THREE GENERATI ONS? 5002. 14
YES ___ NO

|' S THE | NTERFACE LOG FI LE | NI TI ALl ZED NO MORE THAN WEEKLY? 5002. 14
YES __ NO

DOES THE FI LE MANAGEMENT BRANCH MAI NTAI N ALL BLOCKS, PATCHES, AND
RELEASES FOR THE CURRENT SOFTWARE BASELI NE? 5002. 15
YES __ NO

E- 15



34.

35.

36.

37.

38.

39.

40.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES THE FI LE MANAGEMENT BRANCH HAVE ON HAND AN UPDATED TAPE
LI BRARY FI LE HI STORY LI STING? 5002. 16
YES __ NO

ARE DAILY, WEEKLY, MONTHLY, AND YEARLY SAVE TAPES RETAI NED USI NG
THE THREE- GENERATI ON THEORY? 5002. 17
YES __ NO

ARE PAST EOM | NCLUDE SAVES RETAI NED FOR FI VE FI SCAL YEARS? 5002. 17
YES _ NO

ARE NALCOM S JO050A AND JO500B TAPES RETAI NED FOR 12 MONTHS?
5002. 17
YES __ NO

ARE NALCOM S J75400 AND J75800 TAPES RETAI NED FOR S| X MONTHS?
5002. 17
YES __ NO

DCES THE FI LE MANAGEMENT BRANCH MAI NTAI N A CLI MATE- CONTRCLLED
OFFSI TE SAFE CONTAI NI NG THE LATEST SOFTWARE UPDATES, ONE PASS COF
ALL REQUI RED NTCSS SAVES, NTCSS CONFI GURATI ON FI LE LI STI NGS, AND
ADM NI STRATI VE USERNAMES AND PASSWORDS? 5002. 18

YES NO

DOES THE FI LE MANAGEMENT BRANCH HAVE STANDARDI ZED TAPE LABELI NG
PROCEDURES | N ACCORDANCE W TH THE REFERENCE? 5002. 19
YES ___ NO
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41.

42.

43.

44,

45.

MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DO TAPE LABELS | NCLUDE THE M NI MUM | NFORMATI ON PER THE REFERENCE?
5002. 19
YES ___ NO

DOES A RANDOM | NVENTORY SAMPLI NG OF 10% RESULT IN A TAPE LI BRARY
CURRENTLY MAI NTAI NED AT 100% 5002. 21
YES __ NO

DOES THE SMB ENSURE FORMAL | NVENTORY RESULTS ARE FORWARDED TO THE
SAA UPON COVPLETI ON OF LI BRARY | NVENTORY | NSPECTI ONS? 5002. 21
YES _ NO

DCES A RANDOM CHECK OF EACH OF THE DI FFERENT TYPES OF SAVES REVEAL
THE | NTENDED CONTENTS ARE BEI NG WRI TTEN TO TAPE (I.E. SRVO DAILY,
SRVO WEEKLY, SRVO DATABASE, SRVO POST EOM SRVO A-Z, MONTHLY RPS,
NALCOM S DAILY, NALCOM S WEEKLY, NALC | NCLUDE)? 5002. 21

YES NO

DOES SPD HAVE ON HAND OR ON ORDER ALL REQUI RED MANUALS PER THE
REFERENCE? 5002. 23
YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

MAI NTENANCE SUPPORT DI VI SI ON ( MSD)

MALS DATE
ac NCO C
I NSPECTCR GRADE

DOES THE MAI NTENANCE SUPPORT DI VI S| ON MAI NTAIN A TURNOVER JACKET
WH CH DESCRI BES SHI FT RESPONSI BI LI TI ES? 6001.5
YES _ NO

DOES THE MAI NTENANCE SUPPORT DI VI SI ON TRACK ALL MAI NTENANCE
ACTI ONS? 6002. 1
YES __ NO

DO THE M NI MUM ENTRI ES | N THE MAI NTENANCE TRACKI NG PROGRAM | NCLUDE
THE FOLLOW NG PARTS REQUI RED, DETAI LED DESCRI PTI ON OF ACTI ON
TAKEN, NAME OF MARI NE PERORM NG CORRECTI ON, CURRENT STATUS, QAl
NAME, AWAI TI NG MAI NTENANCE TI ME? 6002. 1

YES __ NO

ARE ALL DEVI ATI ONS FROM THE WORKSTATI ON CONFI GURATI ON AS SET FORTH
BY NAD APPROVED | N WRI TI NG BY THE Al SDO? 6002. 2
YES __ NO

DO MAI NTENANCE SUPPORT DI VI SI ON TECHNI Cl ANS PERFORM PREVENTI VE
MAI NTENANCE AND REPAI R OF THE NTCSS TAC COVPUTER SYSTEM AS NEEDED?
6002. 3

YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES MAI NTENANCE SUPPORT DI VI SI ON COORDI NATE W TH CSD FOR
WARRANTY, OPEN PURCHASE AND SUPPLY SYSTEM PARTS REQUI REVENTS?
6002. 4

YES __ NO

DOES THE MAI NTENANCE SUPPORT DI VI SI ON REFER TO THE CSD WEEKLY FOR
REQUI SI TI ON RECONCI LI ATI ON, UPDATES, AND STATUS? 6002. 4
YES __ NO

DOES MAI NTENANCE SUPPORT DI VI SI ON COORDI NATE W TH NAD TO ADVI SE
THE Al SDO AND Al SDC ON NETWORK | NSTALLATI ON AND MAI NTENANCE

| SSUES? 6002. 5

YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

QUALI TY ASSURANCE PROGRAM

MALS DATE
ac NCO C
I NSPECTCR GRADE

DOES THE Al SD MAI NTAI N QUALI TY ASSURANCE PROGRAMP APP A. D. 1
YES _ NO

DOES THE Al SD HAVE PERI ODI C AUDI TS? APP A B.2.¢c
YES __ NO

ARE THE Al SD QAI’ S REVI EWED QUARTERLY TO ENSURE THEI R
QUALI FI CATI ONS AND TRAI NI NG ARE CURRENT? APP A.D.2.a
YES __ NO

DCES THE Al SD CHI EF | NSPECT ALL MAI NTENANCE EQUI PMENT AND
I ES

FACI LI TIES TO ENSURE COWPLI ANCE W TH FI RE AND SAFETY REGULATI ONS?
APP A.D. 2.
YES __ NO

DOES THE Al SD HAVE ALL THE QAI’ S DESI GNATED I N WRI TI NG ( SI GNED BY
Al SDO)? APP A E. 4
YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

TECHNI CAL TRAI NI NG PROGRAM

MALS DATE
ac NCO C
I NSPECTOR GRADE

DOES Al SD HAVE AN ESTABLI SHED TECHNI CAL TRAI NI NG PROGRAM? APP B. A
YES __ NO

DOES THE Al SD CONDUCT TECHNI CAL TRAI NING AT A M NI MUM OF ONCE A
WEEK? APP B. A. 1
YES __ NO

DOES THE Al SD CRI TI QUE | TS | NSTRUCTORS AND ARE ALL THOSE CRI TI QUES
MAI NTAI NED | N | NSTRUCTORS TRAI NI NG JACKET? APP B. A. 2
YES ___ NO

DOES THE Al SD REVI EW ALL TECHNI CAL TRAI NI NG LESSON GUI DES PRI OR TO
TRAI NI NG? APP B. A. 2
YES __ NO

DOES THE Al SD PUBLI SH A TECHNI CAL TRAI NI NG SCHEDULE ON A MONTHLY
BASIS A M NI MUM OF 30 DAYS | N ADVANCE ( SCHEDULE | NCLUDES

| NSTRUCTOR, TOPI C OF | NSTRUCTI ON, LENGTH OF CLASS AND DATE OF
CLASS)? APP B.A. 3

YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES THE Al SD ADM NI STRATI ON DI VI SI ON MAI NTAI N A TECHNI CAL

TRAI NI NG ATTENDANCE ROSTER ( DOES THE ROSTER CONTAI N | NSTRUCTOR
TOPI C OF | NSTRUCTI ON, LENGTH OF CLASS, DATE AND LI ST OF
ATTENDEES) ? APP B. A. 4

YES __ NO

DOES THE Al SD ENSURE ALL THE | NDI VI DUAL TRAI NI NG JACKETS ARE UP TO
DATE, REFLECTI NG LAST TRAI NI NG ATTENDED, AND EVALUATI ONS? APP
B.B.6

YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

TOOLS AND TEST EQUI PMENT PROGRAM

MALS DATE
ac NCO C
I NSPECTCR GRADE

DOES THE Al SD HAVE AN ESTABLI SHED POLI CY FOR MAI NTAI NI NG
CONTROLLI NG, STORI NG, REPLACI NG, AND | NVENTORYl NG COVMON HAND
TOOLS AND TEST EQUI PMENT? APP C. A. 1

YES  NO

DOES THE Al SD ENSURE ALL TOOL CONTAI NERS CONTAI NI NG BERYLLI UM
TOOLS ARE | DENTI FI ED? APP C. B
YES _ NO

DOES THE Al SD MAKE SURE ALL TOOLS ( EXCEPT BERYLLIUM) ARE ETCHED

W TH AN | DENTI FI ER | DENTI CAL TO THAT OF THE CONTAI NER ASS| GNED, TO
| NCLUDE TAG NBR? APP C. B. 1

YES __ NO

DOES THE Al SD ENSURE TOOLS CONTAI NERS ARE NOT USED FOR CONSUMABLE
STORAGE? APP C. B. 4
YES __ NO

DOES THE Al SD VERI FY THAT ALL MULTI PLE Pl ECE TOOLS (HEX KEYS &
FEELER GAUGES) ARE PEENED OR SPOT WELDED TO ELI M NATE POSSI BI LI TY
OF FOD? APP C.B.5

YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

DOES THE Al SD HAVE A TOOL AND TEST EQUI PMENT COORDI NATOR ASSI GNED
IN WRI TING? APP C.C. 1
YES __ NO

DOES THE Al SD TOOL AND TEST COORDI NATOR ENSURE THAT ALL TOOLS ARE
ACCOUNTED FOR AT THE BEG NNI NG AND END OF EVERY SHI FT, AND ARE FOD
FREE AT ALL TIMES? APP C.C. 2

YES __ NO

DOES THE Al SD OFFI CER/ CHI EF MAKE RANDOM | NSPECTI ONS OF ALL TOOLS
AND DOCUVENTS MAI NTAI NED BY THE TOOL AND TEST EQUI PMENT

COORDI NATOR (AT A M NI MUM QUARTERLY)? APP C.C. 4

YES __ NO
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MARI NE CORPS AVI ATl ON | NFORVATI ON SYSTEMS STANDARD OPERATI NG PROCEDURES

ELECTROSTATI C DI SCHARGE ( ESD) PROGRAM

MALS DATE
ac NCO C
I NSPECTCR GRADE

1. DOES THE Al SD HAVE LOCAL COMMAND PROCEDURES DEVELOPED TO HANDLE
ESD SENSI TI VE MATERIAL? APP D.C. 1. a
YES _ NO

2. DOES THE Al SD HAVE AN ESD PROGRAM MANAGER BEEN DES| GNATED? APP
D.C.1.b
YES __ NO

3. DCES THE Al SD HAVE | NSTRUCTI ONS M L- HDBK- 263B, M L- STD- 1686,
NAVAI R 01-1A-23, NAVSUP PUBLI CATI ON 484, NAVSUPI NST 4030. 46,
NAVSUPI NST 4440. 179, NAVAIR 17-600-141-6-1, NAVAIR 17-600-141-6- 2,
NAVAI R 17-600- 193-6-2 AND M L- HDBK- 773 AVAI LABLE? APP D.C. 2. b
YES NO

4. DOES THE Al SD ENSURE THAT THE ESD PROGRAM FI LE |'S BEI NG
MAI NTAI NED? APP D. C. 2. f
YES __ NO
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